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Introduction
7

These Principles were developed in order to provide guidance to those engaged in drafting, revising,
or implementing laws or provisions relating to the state’s authority to withhold information on
national security grounds or to punish the disclosure of such information.

AIFANT, ERZ 2R E EOBBICIVIEROAFAZEEZ T2 DX G RO L LT
DI HEFEDOHERIZB DO HIER S TIBUE DR ETEXITFEATICEE DD A 2 ([T #t 212 57
OITHERR ST,

i

Ty

They are based on international (including regional) and national law, standards, good practices, and
the writings of experts.

AJFRNE, EER LR O — SR 72k G L3 D EERIE 2 & o) M NEIN L, B0 HEE, 5
AV R ONE R IR O LISV TN,

They address national security—rather than all grounds for withholding information. All other public
grounds for restricting access should at least meet these standards.

AFRANT, E 5L 2R OB ICIDEMIEAFIOWTRRIEL THY o H b5 IR
BB AR RELIZb DO TIERY, LALIMOBEH TE#RA~O T 722 HIRT 2546 Th, LRIE
DI EbZD AN RSN R EZ TS T2 b7,

These Principles were drafted by 22 organizations and academic centres (listed in the Annex) in
consultation with more than 500 experts from more than 70 countries at 14 meetings held around the
world, facilitated by the Open Society Justice Initiative, and in consultation with the four special
rapporteurs on freedom of expression and/or media freedom and the special rapporteur on
counter—terrorism and human rights:

- Frank LaRue, the United Nations (UN) Special Rapporteur on Freedom of Opinion and Expression,
- Ben Emmerson, the UN Special Rapporteur on Counter—Terrorism and Human Rights,

- Pansy Tlakula, the African Commission on Human and Peoples’ Rights (ACHPR) Special
Rapporteur on Freedom of Expression and Access to Information,

- Catalina Botero, the Organization of American States (OAS) Special Rapporteur on Freedom of
Expression, and

- Dunja Mijatovic, the Organization for Security and Co—operation in Europe (OSCE) Representative
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on Freedom of the Media.
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Background and Rationale
AEAINEESN T & EEHRRIRAL

National security and the public’s right to know are often viewed as pulling in opposite directions.
While there is at times a tension between a government’s desire to keep information secret on
national security grounds and the public’s right to information held by public authorities, a
clear—eyed review of recent history suggests that legitimate national security interests are, in
practice, best protected when the public is well informed about the state’s activities, including those
undertaken to protect national security.

EFRZAREEE RO DRI, LIXUIT XZT b DERRE3ND5, BUHITEZR ZARE L
DEHNOIE WE W ICL TREILWER L, — T TERICIIAMEN D RA T DRI T DM
MDD, 20 2 SOFNOMIZIL, KLU TRIERBRNIFET D, LOLIBYDZRUH TEED
A RVIRD L | IE YR E LR ORISR R RICHRESN DO, EERITIT, Bozer
SFATZDITRENTZb DEEDIZEHRDITAICOW T, BRBHFICHHINTNDEATIEN)
ZENRDIND,

Access to information, by enabling public scrutiny of state action, not only safeguards against abuse
by public officials but also permits the public to play a role in determining the policies of the state
and thereby forms a crucial component of genuine national security, democratic participation, and
sound policy formulation. In order to protect the full exercise of human rights, in certain
circumstances it may be necessary to keep information secret to protect legitimate national security
interests.

[EFOITAZERNERTHIENTE FRICT 7 AT HIENTELIIITRNE, ABED
HAEEL 2B <721 Tk Ax DEO T EHREICE 5 TEL IR0 D, DEVIFEHR~DT 7 A
T BEOEZFLERE, RENSIIN, EERBORRE O THEERMRESE Tho, LT,
MNEDATRED TERMRFES NS T2DITIE, HH—EDRDL T T, IEARER LR EOFI4E
EFLOTDIIF M TR ST DTN M ER Y B IR HV1RD,

Striking the right balance is made all the more challenging by the fact that courts in many countries
demonstrate the least independence and greatest deference to the claims of government when
national security is invoked. This deference is reinforced by provisions in the security laws of many
countries that trigger exceptions to the right to information as well as to ordinary rules of evidence

and rights of the accused upon a minimal showing, or even the mere assertion by the government, of

9
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a national security risk. A government’ s over—invocation of national security concerns can seriously
undermine the main institutional safeguards against government abuse: independence of the courts,
the rule of law, legislative oversight, media freedom, and open government.

ZLOEIZBNT, OLIZOEFEZERENFFDHEND L, FHENBURFO T 3RITR L THRD THE
NRIZ720) SR AT LA E RS TLEIEWVIRERDHY, ZOZEN, ER L ERELEROMD
WMERID AT A ELLRHDZ e ET T WEHIL TD, EOL 2T T DIEA DT 7R
DIERR BB DD LI BURF DB D ERNHIVT AFRA~DOMHERR, i 5 O EHLHL 01
HNDHERNZBISNT DIRLIEZ R O E D EL T DL TRIEEL BN ~DIBIE I HLZ )T
TWD, [HOZENEPSINTODLEBUF BRI E RS IUX, BUROZAEZPIToDITELIIE
FRRUL B FEHIFTOMAL BEO R SEERICIDEER . AT 47 O B H . BN BUR) DR RE
KIEITHATLEIBENRHD,

These Principles respond to the above—described longstanding challenges as well as to the fact that,
in recent years, a significant number of states around the world have embarked on adopting or
revising classification regimes and related laws. This trend in turn has been sparked by several
developments. Perhaps most significant has been the rapid adoption of access to information laws
since the fall of the Berlin Wall, with the result that, as of the date that these Principles were issued,
more than 5.2 billion people in 95 countries around the world enjoy the right of access to
information—at least in law, if not in practice. People in these countries are—often for the first
time—grappling with the question of whether and under what circumstances information may be kept
secret. Other developments contributing to an increase in proposed secrecy legislation have been
government responses to terrorism or the threat of terrorism, and an interest in having secrecy
regulated by law in the context of democratic transitions.

ABEANL, B U7 J0 B OIS 2 2B DO THY | Fio, ILENPRVELOER, [FHROI]E
PR BE &2 D BETEZARR B IELIRD TODEWOBLEIZKIG T 50D Th D, —H DIk
BUFOBEE I, W<ODDOEB DR HD, bobb RELBLHIZ, ~VU OBED AL, {8~
DT 7L AT DIEEORIENBHIZHEA TETNDHILIZAS, ZORR, ZORAINEERSH
2T, 95 T [E D 52 (AR D A 42 DIMFEERITIZE D TARSTh, el EbiEf ETiDFacT
7R AT DR ZFF > TD, ZOLTEE D AN 2 13 HFHRATE IS TRV, HDNE, EDLS
IRV T 2R DA SN TH LW LW I OIRO 55 1D OMVILA TV, fllls
b, EFTETEZOETHEREEDERESILTODE R ELTL, BUFICED TR0 7 m O R~
DOXRIR, TL TREER~OBITIBRE T, E EREERETHRT 22 ~DBLRE Eo722L
IREMD D,

10
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Preamble
s

The organizations and individuals involved in drafting the present Principles:

Z ORI B B0 o TRk M OV A1,

Recalling that access to information held by the state is a right of every person, and therefore that
this right should be protected by laws drafted with precision, and with narrowly drawn exceptions,
and for oversight of the right by independent courts, parliamentary oversight bodies, and other
independent institutions;

EZPRA T DG RADT 7 EATETO NDOHERTHY, 16> TZOMERNIIFISBLE DD 720
A TE O BIVITIEHIC Ko T ML U2 AT, [E 2 OREHEEE M O Do M7 AL B IS
FOMERI DB DT DIEREIZ L > TIRES RIS L2 Il L

Recognizing that states can have a legitimate interest in withholding certain information, including
on grounds of national security, and emphasizing that striking the appropriate balance between the
disclosure and withholding of information is vital to a democratic society and essential for its security,
progress, development, and welfare, and the full enjoyment of human rights and fundamental
freedoms;

[ER%ZERFED AT 0| EFZNFEOEREME T HTLICIDIELRRRBHVIGL L%
woik L 5 OB EIERPIORNE )2 S HEZ R IT D ZEN R E ERAERITE > ThiRD THHE
THY, £t 0%, A, F R L OREALT DN ANHEE AR H B DOFERREZ OO VH
AR RTHDLZ L% L

Affirming that it is imperative, if people are to be able to monitor the conduct of their government
and to participate fully in a democratic society, that they have access to information held by public
authorities, including information that relates to national security;

N& PBOFOITEN AL RETERERICTHRIISNTHILEFREICLEID LT 57251,
F UL BE T DA DD DN DBRAETDHERA~DT 7B AN BT D LT
L.

Noting that these Principles are based on international law and standards relating to the public’s

right of access to information held by public authorities and other human rights, evolving state

11
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practice (as reflected, inter alia, in judgments of international and national courts and tribunals), the
general principles of law recognized by the community of nations, and the writings of experts;
COJRRND BIRPRA T DM 2 3T 7B AT MM L O O NAEZBE 2 [F B % -
RHE (LD EBR L OCEWNIEEOHRIZHE N TODINDR 2 IELL D2 HDE ZHOEAT,
EEE IS GRODNTODIERO R, L O MFE ORI RSN TNDZ % M
L.

Bearing in mind relevant provisions of the Universal Declaration of Human Rights, the International
Covenant on Civil and Political Rights, the African Charter on Human and Peoples’ Rights, the
American Convention on Human Rights, the European Convention on Human Rights, and the
Council of Europe Convention on Access to Official Documents;

R AMEE S TR M OBAGRIMENIZEE T 2EERK . AR OANROHERNZE ST 70 #E
B ORINAFESHY . BRI AMESAY, ASLEA~DOT 72 AT 2N RS S OB HLARTEIZ A7
L.

Further bearing in mind the Declaration of Principles on Freedom of Expression of the Inter—
American Commission of Human Rights; the Model Inter—-American Law on Access to Information,
the Declaration of Principles on Freedom of Expression in Africa, and the Model Law on Access to
Information for Africa;

E52 KINAMEZ B ZORBAO HHICHETRAIES | HlRA~OT 7 BRI KINET L
BT 7V BITLRBO A BICETDFRIES  FR~OT 78 AT 57 7V VET Lk

\ZHEL,

Recalling the 2004 Joint Declaration of the UN Special Rapporteur on Freedom of Opinion and
Expression, the OSCE Representative on Freedom of the Media, and the Inter—American
Commission on Human Rights Special Rapporteur on Freedom of Expression; the 2006, 2008, 2009
and 2010 Joint Declarations of those three experts plus the African Commission on Human and
Peoples’ Rights Special Rapporteur on Freedom of Expression and Access to Information; the
December 2010 Joint Statement on WikilLeaks of the UN and Inter—American Special Rapporteurs;
and the Report on Counter—Terrorism Measures and Human Rights, adopted by the Venice
Commission in 2010;

S RBLOB RICHET2EERIHMEE . AT 07 OB BB 2RO 22 A0k E ) B
(OSCEREE, R URILO H BIZBET D KIN A B2 FhliE# 0 2004 £ FES, LIk 3
FROERBD B HEFEHR~OT 7 BRI T DA M TNROHERNCE T 27 7 2 B2 R0 #
EH LD 2006 4R, 2008 4, 2009 4F, 2010 FEDILF'E F | EE & OKINE B EH DU 4% ) —
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I 2B T5 2010 45 12 A o4LEIFH, 2010 4RI == A% B TERIRSN =T o6 31 & N A HE
\ZBAT s EA A L,

Further recalling the Johannesburg Principles on National Security, Freedom of Expression and
Access to Information adopted by a group of experts convened by Article 19 in 1995, and the
Principles of Oversight and Accountability for Security Services in a Constitutional Democracy
elaborated in 1997 by the Centre for National Security Studies (CNSS) and the Polish Helsinki
Foundation for Human Rights;

S5/, 1995 FFIZT =T 47V 19 PR LR ZK 7 L — T2 Lo TERIRS NI [E SR R IR, &
B H B L OEHRA~OT 7 AT 23227 V7RI E L 2R ENFIE 7 2 —(CNSS)
K OR =T R e~ F NMERIZ L ST 1997 FIER SN B R EERICBIT DL 205
Pt —E AD B LR B AR R 2 2R L

Noting that there are international principles—such as those included in the Model Law on Access to
Information in Africa, the UN Guiding Principles on Business and Human Rights (“Ruggie
Principles”), the Arms Trade Treaty, the OECD Guidelines for Multinational Enterprises, and the
Montreux Document on pertinent international legal obligations and good practices for states related
to operations of private military and security companies during armed conflict—that recognize the
critical importance of access to information from, or in relation to, business enterprises in certain
circumstances; and that some expressly address the need for private military and security companies
operating within the national security sector to make certain information public;

—EDRIL T T, AEENLD, XIFARKEICEE T HERA~DT 7 B AP R EMNCHE THLI LA
BOTHLDOEL T, ERA~OT 7 BRI T T 7V HET VL, EVFRAE AMICE T2 EEFE
JRANGF — 7L — LU —2) R E 5 4K, #5171 B FE A (OECD) £ [E F (R AT B R &1
R B I 2 REEF - SO TENCBE T 2EZOE 2R EHEE LORBE XL O YR
TITAACBET OBV My —EREICHE TNLEEFAINH L2 LOZNEOFAIO—ERIT,
ERZEREHANTEE SN TOLRMEEF - EH DR EDOEHRE AR T 2L ENDHLHT
CIZHAREICE LTSI e%x B

Noting that these Principles do not address substantive standards for intelligence collection,
management of personal data, or intelligence sharing, which are addressed by the “good practices
on legal and institutional frameworks for intelligence services and their oversight” issued in 2010 by
Martin Scheinin, then the UN Special Rapporteur on the promotion and protection of human rights
and fundamental freedoms while countering terrorism, at the request of the UN Human Rights

Council;
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ZOJFRID, [EE AFEBRFE S OFFE T, 2010 45, LR BRI I 1T D AME S ORI B B Of
T J OME I C B A E A RS B CTholov—T AL - oAU BB FE LG R E &F DR
D= DIERIHI RIS+ 57 YR 7T 7T 4 A TE RSz, HHRIE, NG HO
BT EIA O FEBEOIIEITIIE KL TN EZ 7L,

Recognizing the importance of effective intelligence sharing among states, as called for by UN
Security Council Resolution 1373;

EH L SREIE SRS 1373 Tl o TERESNERE M ORI G A O REE S
itk L

Further recognizing that barriers to public and independent oversight created in the name of
national security increase the risk that illegal, corrupt, and fraudulent conduct may occur and may
not be uncovered; and that violations of privacy and other individual rights often occur under the
cloak of national security secrecy;

512, R LR RRED L IZB W TR ITON T AR SO IEHRAFCMSL BT~ DREE D #5722,
RIEZR KON DAT 2D E L LN BREESIVRWI AT @D | T TA /R —Z DM OE A D
MR DR EFNEFR L ERE LOMELNDBOD FTURXUITRAET DI L% @t L.

Concerned by the costs to national security of over—classification, including the hindering of
information—sharing among government agencies and allies, the inability to protect legitimate secrets,
the inability to find important information amidst the clutter, repetitive collection of information by
multiple agencies, and the overburdening of security managers;

it EE OB TR E 1T BUR BERE RSO [R B E O TOAE A 215 | I 47288 O PR 2 AR ml
REIZL ., Z<DORBERIFEROPNLHEREREHL DT HIEARNREICL, RO A
HATETHIEITRY, ZaRbEE S H R B R AT D EE R Z 2REICE > THRA
LRDTELH RS,

Emphasizing that the Principles focus on the public’ s right to information, and that they address the
rights to information of detainees, victims of human rights violations, and others with heightened
claims to information only to the extent that those rights are closely linked with the public’s right to
information;

ZOJRIRTARD | DHEFNEREZE TTNDIE, o, AROHMDMERNTEREITHE DT
WDHEIFRD AN T, B EEE | AR T ORI K O OO Hz RO D N % DRID
HERNC S R LD E% HahL

Acknowledging that certain information that should not be withheld on national security grounds may

14
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potentially nonetheless be withheld on various other grounds recognized in international
law—including, e.g., international relations, fairness of judicial proceedings, rights of litigants, and
personal privacy—subject always to the principle that information may only be withheld where the
public interest in maintaining the information’s secrecy clearly outweighs the public interest in
access to information;

[EFRKZERED LM OITIEABI T RETRWRFEDIF® . THITbhnboT | Fl2IXE
BRBAGR. FHETREDO LN TE, FREANDHER] A DT T A =78 EBIEICTBO BT kR %
IRE DO TIERBNISND A REMEDRH DN, Lk, ZOFROWEELMERF T2 812X
LDUFLOFZEDS AF BT 7 AT DL DFRE IV B S REWVGE IR DLW A
\ZRDE @kl

Desiring to provide practical guidance to governments, legislative and regulatory bodies, public
authorities, drafters of legislation, the courts, other oversight bodies, and civil society concerning
some of the most challenging issues at the intersection of national security and the right to
information, especially those that involve respect for human rights and democratic accountability;
BB SLIEHRRE, BB BRI T OMONAIBERES | TAHEEE RIS | BCHIAT, € O O REAREKES
K OEF 2 2R BEEMDMER] ORI DD i b B2 I B DD T R, L0 ML R
HIRL AR D B EIZHE D OBER - N 2 (T L TR IR # 2 R I 22 Lo 7 2L,

Endeavouring to elaborate Principles that are of universal value and applicability;

=R DR il (SRR AEL R S Re) L Uk (RN AP RSB

Recognizing that states face widely varying challenges in balancing public interests in disclosure and
the need for secrecy to protect legitimate national security interests, and that, while the Principles
are universal, their application in practice may respond to local realities, including diverse legal
systems;

N HZLICEDRILDORIFRE | IE YR EF L 2R E ORISR DT DI 23 D0 B
DINT L A DI Teo TRk 2 7 WEEC A E S E 9528, o, FRIE RN THL— 7
T, ZDOEBEOwE L, AR EOSERMELEFHOILIIISCIZb D THVIFHI L& il L

Recommend that appropriate bodies at the national, regional, and international levels undertake

steps to disseminate and discuss these Principles, and endorse, adopt, and/or implement them to the

extent possible, with a view to achieving progressively the full realization of the right to information

as set forth in Principle 1.

JFR 1 IZED SN DHER D e 2R B Wi ER 52 HFRL ., [EZK, #ull, [FE L ~1

D3 72 BE AN Z D JF RI A AT « eam DT E 2 D | KGR - ERIRL | SHIZEDFEITHIAIFIC, F
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ToXFEATDOIH% | WRERINEVITHIIOBE T %,
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Definitions

ERDESE

In these Principles, unless the context otherwise requires:

ZOFRNZEBNTIE, X TEIZHRESNZWIRD, LT OIIIZEFR T 5,

“Business enterprise within the national security sector” means a juristic person that carries on or

has carried on any trade or business in the national security sector, but only in such capacity; either
as a contractor or supplier of services, facilities, personnel, or products including, but not limited to,
armaments, equipment, and intelligence. This includes private military and security companies
(PMSCs). It does not include juristic persons organized as non—profits or as non—governmental
organizations.
'EZRZEREMFANDOEZE] LT AATEORG|RF L2 E R L R ETF O H TIT-> T,
NFAT > CETAENEFE T, 7220 = A @i, A BT ah(BLAZHET 5L, &4, fEire
ETHHN, ZHIUTIRESN Db D TIF AW e T 25 A H I 2 tho A zts 4, Zhil
(T, R HEFAAL R EH2AEPMSCo)b & s, L LIEEHI U IEBUF kS L TR
NI ENTE ENR D,

“Independent” means institutionally, financially, and operationally free from the influence,
guidance, or control of the executive, including all security sector authorities.

[FSEUT2 &0, Ak B B B R ONEE E R TOZRRERMZETITBCY /DD 2,
g BHAESZITRNEVIEKRTHD,

“Information” means any original or copy of documentary material irrespective of its physical
characteristics, and any other tangible or intangible material, regardless of the form or medium in
which it is held. It includes, but is not limited to, records, correspondence, facts, opinion, advice,
memoranda, data, statistics, books, drawings, plans, maps, diagrams, photographs, audio or visual
records, documents, emails, logbooks, samples, models, and data held in any electronic form.
B &IE, WEA RO TR TOREBE L O FAITET KO TOHBZEEOE
BHefil ., ENRA S T LIS A A 7y, ZoIZid, ik, @fE., F3, 5 h1., @)
HRE T2 uEt, FEE L G, X, Xk, FE, SRR, R CCE . A
v HES AR B R OHLDLEF A TRASNIZT —FREENL0, ZNHIZRESH
HHD TR,

W
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“Information of public interest” refers to information that is of concern or benefit to the public, not
merely of individual interest and whose disclosure is “in the interest of the public,” for instance,
because it is useful for public understanding of government activities.

[AEDFIELIRBIER ) LT, ARICEHEDOD D, UTBROBANESTHEROZETHY | U {H
NHIZRRZE DHDIFROZETITR, ZL TEDOIFRBARINLGZ LD, Hlz X, BT OIEE A
NRPBFFES DI=OICH A ThHHRE OB H TIARDIZD | ThHLDEET,

“Legitimate national security interest” refers to an interest the genuine purpose and primary

impact of which is to protect national security, consistent with international and national law.
(Categories of information whose withholding may be necessary to protect a legitimate national
security interest are set forth in Principle 9.) A national security interest is not legitimate if its real
purpose or primary impact is to protect an interest unrelated to national security, such as protection
of government or officials from embarrassment or exposure of wrongdoing; concealment of
information about human rights violations, any other violation of law, or the functioning of public
institutions; strengthening or perpetuating a particular political interest, party, or ideology; or
suppression of lawful protests.
[EXREFRREMRE LR L%, 2ORIEOED HNE 725880, FEERE - ENIEICH
STEHEDR L THI IO EEE T, (FORENELYREZRZ2RE LR R 2 RiE T
DI B THL RN DO MOH TV — 3R 9 \ZED D) EF L EREE EOFEIT,
ZDOARD B E LT DNRNE R L ERFEIZBR DI E ST 5720 | BB B K4
N TR ORBNOTLHI20 . AR E . ZOMOHOP L EALESCE LT AR O
REIZB T DAE MO ~WDT | FFE DBURIIFIZE . 3R XIIA T A e — O b ITHERF o 7=
D, LT B ERNRGEEITEIOMED 12D 8 Tho72 6 IS TIHARUY,

“National security” is not defined in these Principles. Principle 2 includes a recommendation that
“national security” should be defined precisely in national law, in a manner consistent with the
needs of a democratic society.

EFRLZEMRE LVIFEAL, ZOFAOH TIIERS TR, A2 1, TEZ L 2R
I REFBHSOLEIISUE T, BNE TS ICERSINAUTRERN VOB E 135,

“Public authorities” include all bodies within the executive, legislative, and judicial branches at all
levels of government, constitutional and statutory authorities, including security sector authorities;
and non-state bodies that are owned or controlled by government or that serve as agents of the
government. “Public authorities” also include private or other entities that perform public

functions or services or operate with substantial public funds or benefits, but only in regard to the
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performance of those functions, provision of services, or use of public funds or benefits.

[AHES) | L3, 2R IEER T Y R & D BUR Y R M OV IE - IR K-> TR E SN2 Y R O 42
JEI\ZFF DATBL, NEik, AR ONENCH D TOME ., KO BURAFTA XITEH T 5, X
BOFORELEG O DIEE FBI e fa . TN 11213, RILORERL T —E A2 RT T 5.,
ATFH B FAD NI HAR RO AN RIFAT B Lo Tl E SN D RFZ DO FEN G ED, 72720,
TOLTRERED AT, B —E AR ST AL IR UL ABIFE A @O N BEE 4 585y D A%
=i A

“Public personnel” or “public servant” refers to current and former public employees,

contractors, and sub—contractors of public authorities, including in the security sector. “Public
personnel” or “public servant” also include persons employed by non—state bodies that are owned
or controlled by the government or that serve as agents of the government; and employees of private
or other entities that perform public functions or services or operate with substantial public funds or
benefits, but only in regard to the performance of those functions, provision of services, or use of
public funds or benefits.
(ABBRE | T ABR LT ZRREHM 250 RO, FFAER . TiHTEE THD
. XITWEIZEOThoTcB2ta ¥, SOIT, TRBRERE | UTTRH B &3 BUNSETA X
BT L, UIBIFORHELHDLIEEZHEEAIE SN TWDE | ALOBEREESC Y — 2% %
T35, XUFH EFEO AL AIFR L > TEEINDREZOMO FIRONEEE %
¥, 72720, ZOULIBRRE D AT, I — B AD IR ST A e e T A AIAE AT 4 D T 1 B
TG DHETET

“Sanction,” when used as a noun, refers to any form of penalty or detriment, including criminal,
civil and administrative measures. When used as a verb, “sanction” means to bring into effect such
form of penalty or detriment.

[l L3, AReL TSN %6 HF L RF LR ITE O EZ G 0HLDLZIED
WETSUIARIGR AR T, Rl LTS D56, THIEEZITO I &3, 20X REDALE] XIS
BN IE A e Nt = e

“Security sector” is defined to encompass: (i) security providers, including but not limited to the
armed forces, police and other law enforcement bodies, paramilitary forces, and intelligence and
security services (both military and civilian); and (ii) all executive bodies, departments, and
ministries responsible for the coordination, control, and oversight of security providers.

(R 2R OERIIIL TAEEND, () EHE, BEEKNZOMOERI TR, JEE
B R IR ZR(EN - FFEFW a7 BREORME, 72720 ZNOIZRESIDD
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DTIHZR, () ZRREOERME O FH, MO B2 > TOPI T, 5. &
JTo
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Part I: General Principles
518 —fRARE A

Principle 1: Right to Information

JRRD 1-1E8ITx§ DR

(a) Everyone has the right to seek, receive, use, and impart information held by or on behalf of public
authorities, or to which public authorities are entitled by law to have access.

(@I AD, AHEINZEY, HDVNTAMET) DT DITRA ST EH ., XUTAMEI MBI T 72
TOMEREL OEHRERD | T AL ARE T MR EH 5,

(b) International principles also recognize that business enterprises within the national security
sector, including private military and security companies, have the responsibility to disclose
information in respect of situations, activities, or conduct that may reasonably be expected to have
an impact on the enjoyment of human rights.

(DEFRIFRNTE -, REEFA N ORI EH 2 G e EE L ERETPTINOEZEIE, A
DEZ~DEENDHEE AN RS ND FTREMEDH LI, TEE), 17412 o a5
TORMDDLILEZFDTND,

(¢) Those with an obligation to disclose information, consistent with Principles 1(a) and 1(b), must
make information available on request, subject only to limited exceptions prescribed by law and
necessary to prevent specific, identifiable harm to legitimate interests, including national security.
(AN (@) KT (b) IZ¥h > T FBABH ORB 2R S H 1T, fHRSNIEREFIRLZR T T
B3 BIAMT. EFRZAIREL S O T IE S22 R ~ DR E Pl ae7 8 E 2 [FEE 572 O IC B H D
BICEDONT G EDHET D,

(d) Only public authorities whose specific responsibilities include protecting national security may

assert national security as a ground for withholding information.
(DEFROLEOREEE LR EDOELEL ORI OHRD, BFR L EREEZIEBR L IEHRIE
BRZ RIS,

(e) Any assertion by a business enterprise of national security to justify withholding information must

be explicitly authorized or confirmed by a public authority tasked with protecting national security.
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(EHIEFIRZIE LT D7 DI ER L 22 LR T HRMBAERDOV D25 iR BFRZ 2%
TRt 9% H b D ARIBEES IS o TR TR W H DWW IRRES VR IT i e brawny,

Note: The government, and only the government, bears ultimate responsibility for national
security, and thus only the government may assert that information must not be released if it
would harm national security.

PEGL BT D5 DS [F R LB R IED TEREH) R B2 2, THVDZNZ, BFDH I FFK L LR
FEZAR2 05 B PO ST RO IR & TR L 95,

Public authorities also have an affirmative obligation to publish proactively certain information of

public interest.

IHEINTET, AIEORIRIZBI T DR E OIF A R L TART OB R E#E 267 5.

Principle 2: Application of these Principles
BRI 2: RFRIOE A

(a) These Principles apply to the exercise of the right of access to information as identified in
Principle 1 where the government asserts or confirms that the release of such information could
cause harm to national security.

@AJFANE, RN TRLZZEDNC, OB RN E R L 2IREL R TR H D LB 23
RN LTS BT T OB T 72 A DRI DT ZIE 475,

(b) Given that national security is one of the weightiest public grounds for restricting information,
when public authorities assert other public grounds for restricting access—including international
relations, public order, public health and safety, law enforcement, future provision of free and open
advice, effective policy formulation, and economic interests of the state—they must at least meet the
standards for imposing restrictions on the right of access to information set forth in these Principles
as relevant.

(O EZFZRRENEREIRO b BERARBADO—D>THHTLEBET DL, BN, T2&
ZAIFXEBRBIR, AR, AdbE bl A AT, B TABISHIZENE OFFRAVE S, 2R
HIZRBURTE AL, M OEHEOREFE ISR E D 77 v ZHROMO AR E M2 FiR T LT, £
DOHH T, DRKEBARFANTHES N TODIEIT 7 B AT IRZ IR TT0 D HERER | 2470
HOLLTilzS TR B720,
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(c) It is good practice for national security, where used to limit the right to information, to be defined
precisely in a country’s legal framework in a manner consistent with a democratic society.

(©) REZFRHRNZSSDLWE T, EOIERIPSH IO T T (ERMT T SN DZ 83, fFHIC
K OMER ZHIIRL CEIZEH L BRIEICES TEELNIETHD,

Principle 3: Requirements for Restricting the Right to Information on

National Security Grounds

JRAI 3:BERZLMEE EOBBEITESWIFTRITH T HHERIDFIRR D723 D Bt

No restriction on the right to information on national security grounds may be imposed unless the
government can demonstrate that: (1) the restriction (a) is prescribed by law and (b) is necessary in
a democratic society (c) to protect a legitimate national security interest; and (2) the law provides
for adequate safeguards against abuse, including prompt, full, accessible, and effective scrutiny of
the validity of the restriction by an independent oversight authority and full review by the courts.
BURFAS, ZDIEHROHIIRD, (1) () EICHKSE Ho (b)) REEZRERIZBNTLETHY (c)
FUARIE EOES R R 2 RET DD THLEIIRTHIENTERWG A £/ (2) 1H i
PR Z GO TOMNZEERBERIZ XD, T L THAH T O 2RIREHI LD 9T, 42
T, 77 BAWRET, HORRNZRFEZE Lo, BHEELH 2+ fHIE T 5720 O REZ R 2L
NTERVNG AL, VW2 EFR L 2R L0 SFRA~OHEFRIHIRE TX720,

(a) Prescribed by law. The law must be accessible, unambiguous, drawn narrowly and with
precision so as to enable individuals to understand what information may be withheld, what
should be disclosed, and what actions concerning the information are subject to sanction.
@NEIZEESNIONWT, (BT T7BARRETHY . FfFTHY | finss B O IEfE TR
IRBIRN, 9T HTET, EDOFMMIERFLR20IF07 EDIERMP A/ RESNLHED, ZLT
THEHRICEAT 28 DI T 2RI D R Th Lo E | 5 NP EFETED,

(h) Necessary in a democratic society.

() 2T TZ RN TR B TH S )12 T

(i) Disclosure of the information must pose a real and identifiable risk of significant harm to a
legitimate national security interest.
(D)2 DIEHA LRI E S REF L 2RE EORRZHRIZE T LB ERN B %
FE FTREZRU AZ IS 720 U727,
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(ii) The risk of harm from disclosure must outweigh the overall public interest in disclosure.
(IDIHFMRE AT HILICIDBEOIRIN | FHREAHTHILICLOMR AR ALEE BEIG
DR NS EYATAN

(iii) The restriction must comply with the principle of proportionality and must be the least
restrictive means available to protect against the harm.
GDHIFRIZEEBI DO JFHANZAE D72 T T2 5 BB EPLRET D720 Db il R4z
WFEERTRITIEZRbR0,

(iv) The restriction must not impair the very essence of the right to information.

(VHIFET 22 ETIHERICKH T DHER O AR E 28725 TIRHR0,

(¢) Protection of a legitimate national security interest. The narrow categories of information that
may be withheld on national security grounds should be set forth clearly in law.

(o) [IE Y7 EF 2 2R L ORI ORHE ZOWT, EFRLEMRRE EOBEICKVIERRIZRY
IDIE DB 7253 L EICTOIRE I ED BN HNETHD,

Notes: See definition of “legitimate national security interest” in the Definitions section, above.
Principle 3(b) is all the more important if national security Is not defined clearly in law as
recommended in Principle 2.

P ) D IEZE ) IZFE S TOVS TIE 2 70 [FF LR R DF 7k ) & S2 Lo SRS (D)IZSF RN 2
THELREILTOBLIIZ, JEICH N TEK L LIRIET IIREIZE 2SI TOR OB — [FEET
b,

“Public interest” is not defined in these Principles. A list of categories of especially high public
Interest that should be published proactively and should never be withheld is set forth in Principle 10.
A list of categories of wrongdoing that are of high interest to the public, and that public servants
should and may disclose without fear of retaliation, Is set forth in Principle 37.

T RIEDF 7t | 1T ASZRY TIZIEZESFL TV VRV Y FEMEHINE RISV S NETDH Y, H OB TH A
BT o TIZREL O LN as PEPFFI B FHR Y 7V — DY ML, JFAI0IZ BS54 TS, 254
IZBTEEDSE <, H DR FEBPIRE DRIV N FER T~ K R AJRE/R AN IETT 2D 7=
J—DYXMIJFRIZTIZHI 7 E 4 TU3,

In balancing the risk of harm against the public interest in disclosure, account should be taken of the
possibility of mitigating any harm from disclosure, including through means that require the

reasonable expenditure of funds. Following is an illustrative list of factors to be considered in

deciding whether the public interest in disclosure outweighs the risk of harm:
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IEHRE T DI LSAIEDF sk L, IEEDYRLEDANTXFAROIEDIC, TEEZ 1T HFE)
BD BB DTG BETEFERREFHLSZEICLY, FINCLSIEEFES S5 i et a4
JE T RETHS, L FILIFERA DO LIFY 28R E DY 28 F 7] 5705 575D E a1 T8I
JE T REZEDHI TH S,

-factors favoring disclosure: disclosure could reasonably be expected to (a) promote open
discussion of public affairs, (b) enhance the government’s accountability, (c) contribute to
positive and informed debate on important issues or matters of serious interest, (d) promote
effective oversight of expenditure of public finds, (e) reveal the reasons for a government
decision, () contribute to protection of the environ— ment, (g) reveal threats to public health or
safety, or (h) reveal, or help establish accountability for, violations of human rights or
international humanitarian law.

TGN T EE G IRAFH D (a) ZHIETEE I D0 TOFFPIIEZamn & HEEL, (b) BT
DHAEIEZHIEL, () BELRGEICHL TIF# 52 5N/ L TORRI) L1795
GICRBL, (d) DHIE D SHNZ O TOL)FHIREAIEHEEL, (o) BIFORIE DIRIE
WIS, (O REERFEIZHBL ., (8) DR KITLE~DEREWHLICL, HSUIT
(h) AN FERE X IZEFFEN B 2 /AR FE L, 5BV NEE DH I FEDHEIREHL 75, L5
PRI FHRIZIFES 56

factors favoring non—disclosure. disclosure would likely pose a real and identifiable risk of harm
to a legitimate national security interest;

IFREEZE T ZF AFHMA T 5281280 ESRERZERE LOFIEEZRET D,
BLFER) TREE FIREZRY A BBV G55

- factors that are irrelevant: disclosure could reasonably be expected to (a) cause
embarrassment to, or a loss of confidence in, the government or an official, or (b) weaken a
political party or ideology.

JELRRTETE (GRS (a) B S0 NI LB ITINE S IE C X B /DG & RIES 720
TSI ERS, HSVNT (b) B304 7 ¥ —Z G5 KX SEE PRI PRSI 73S L7

PaN
o

The fact that disclosure could cause harm to a country’s economy would be relevant in
determining whether information should be withheld on that ground, but not on national security
grounds.
18 RN S [E S RE F IZ IR 38 R 9B 5T (GRS FB0°E 50> DIRIE 1 7 9 P
HI DR 7573, [HRZ LRI L DPEHIT IR LR,
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Principle 4: Burden on Public Authority to Establish Legitimacy of

Any Restriction

JRRAI 4:H0SHIFROIE LRSS DT D ICARIBEBIAEIZ L

(a) The burden of demonstrating the legitimacy of any restriction rests with the public authority

seeking to withhold information.

()FIFROIE B PEZ7R T 35513, TFMOIERRE RO DARIERICH D,

(b) The right to information should be interpreted and applied broadly, and any restrictions should be
interpreted narrowly.

(DITEFHA~DHERN TR ITIFRS N H OB SNDRETHY W72 DHIBRE SRZ RS N Do~
ETHD,

(¢) In discharging this burden, it is not sufficient for a public authority simply to assert that there is
a risk of harm; the authority is under a duty to provide specific, substantive reasons to support its
assertions.

(OZDFEBHBZRIZTITHID ., KRBT HICHREFOVRINHLHLTERT DT TEIAR+5TH
Do Mk bEBIIT, ToRE AT D BARH) H S SE R MR TR BB 013 DD,

Note: Any person who seeks access to information should have a fair opportunity to challenge
the asserted basis for a risk assessment before an administrative as well as a judicial authority,
consistent with Principles 26 and 27.

VEGLAGHRIZ T 2B X8 KDES T N TDNIT, JRRY26E27IZHED, 24 jm 73 T3 TSVl
DRI DU T T ETE 7] 25 I L e H L COR IR REH TS NETHE,

(d) In no case may the mere assertion, such as the issuing of a certificate by a minister or other
official to the effect that disclosure would cause harm to national security, be deemed to be
conclusive concerning the point for which it is made.

(DRBFADPERLZEREICHRELECHEND FOKEXIIZ DM ERIZLDCEDFTRED,
HRDTERIT, WG ELIRENLL O LT ARSI,

Principle 5: No Exemption for Any Public Authority
26
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(a) No public authority—including the judiciary, the legislature, oversight institutions, intelligence
agencies, the armed forces, police, other security agencies, the offices of the head of state and
government, and any component offices of the foregoing— may be exempted from disclosure
requirements.

(a)FliE, ik, BEARPEE, fEARpERE, MR, BT DI O L ARIEHE | [E5 o0 E &k OBU
HHERERERS, £ L CINOREBI A T2 H b DB A & Do NIRRT, IF AR D&%
RSN,

(b) Information may not be withheld on national security grounds simply on the basis that it was
generated by, or shared with, a foreign state or inter—governmental body, or a particular public
authority or unit within an authority.

(b)IE#RIE . At ST BURF TR A U <V E O A RIBE B ST A RIS BN ORI Lo TR RS
D FALIEOL CODZEDHEARILU, [HF LRI EOILHR TRESILCIRbin,

Note: Concerning information generated by a foreign state or inter—governmental body, see
Principle 9(a)(v).
77« [ X F BT TRE BT oo TSGR ICBIL T, SRR (a) vEZ L,

Principle 6: Access to Information by Oversight Bodies

A 6: BRI IAER~DT 7R

All oversight, ombuds, and appeal bodies, including courts and tribunals, should have access to all
information, including national security information, regardless of classification level, relevant to
their ability to discharge their responsibilities.

BT R ONEIEE G T 2 TORLIMERE, A7 X~ u RO SBT3 DL~ LI ST,
HAEZFOHMICHEIE TS, EX L2k EE a2 TOHR~DOT 7 AL A T3S TH
2o

Note: This Principle is expanded upon in Principle 32. It does not address disclosure to the public by
oversight bodies. Oversight bodies should maintain the secrecy of all information that has been

legitimately classified according to these Principles, as set forth in Principle 35.
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PEGE : SO SN IR 3212450 CRIIE S, S BB AT LS N~ DI LI 1 5
BEDTILLN , BRI, JER35IZE D BNIL I, ANV I E =BT
DIFROBERNEBHFFT S5 ~ETHS,

Principle 7: Resources

R 7 &R

States should devote adequate resources and take other necessary steps, such as the issuance of
regulations and proper management of archives, to ensure that these Principles are observed in
practice.

AR EBRINEFSNDZEERFET D7D, EFRIT+0RERAFT L L., BAIOAMOA
CEOE GIHERTE e 8 OZ OO LE I E L LDHRETHD,

Principle 8: States of Emergency

JRRI 8: BRETHHE

In a time of public emergency which threatens the life of the nation and the existence of which is
officially and lawfully proclaimed in accordance with both national and international law, a state may
derogate from its obligations regarding the right to seek, receive, and impart information only to the
extent strictly required by the exigencies of the situation and only when and for so long as the
derogation is consistent with the state’s other obligations under international law, and does not
involve discrimination of any kind.

EHROA M, K OENE EEREICESEARICEENICE S SN AAELE T RAFEED
BRIZIE, T B mE R ZIT Y Az DA T 2R A RS gD, 72720 Rl
DEED AR ICERTOMEETLL, ZORRDPEFREICE MM DOEHLO—EMERHL%
BT LS WD DT D RIS LR RDICEB W T D T2,

Note: Certain aspects of the right to seek, receive, and impart information and ideas are so
findamental to the enjoyment of non—derogable rights that they should always be fully respected

even in times of public emergency. As a non—exhaustive example, some or all of the information in

Principle 10 would be of this character.
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VEGD AT HRCE R 23KD, ZITIRD, L, (53T SHEFIIT, B ATRE R R D Z 12> T
RABIIZ EZL G555, [FDEGFREIC B TEZ S IS A MBS0, T
NCEHTHEL TUVBPIT TIZ200 5, JREN10D S 0D X 3T TDIFER T DFEE 475,
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Part II: Information that May Be
Withheld on National Security Grounds,
and Information that Should Be
Disclosed

F2E R ZERELZHABICHBESNELBEREFAIRSNINEHFR

Principle 9: Information that Legitimately May Be Withheld
JREI 9: AEMICREINSLE#R

(a)Public authorities may restrict the public’s right of access to information on national security
grounds, but only if such restrictions comply with all of the other provisions of these Principles,
the information is held by a public authority, and the information falls within one of the following
categories:

(@AM NTE L RREE BRI IFWRICT 7 BEA T 2AROHERZHIR T H5ZL08TES
D5, Z DI RIE ASFRIOMOFT N TORITE AL TR, T OHFEHRI NI I
STHRASNTEY, FOI 7TV —DWNT NI TUXELLGEITROND,

(i) Information about on—going defense plans, operations, and capabilities for the length of
time that the information is of operational utility.

(D) DI WA _EAZN THLHIF PO AT H OBLfFHE-C/E, ROUZBI T 51
e

Note: The phrase “for the length of time that the information is of operational utility” is
meant to require disclosure of information once the information no longer reveals anything
that could be used by enemies to understand the state’s readiness, capacity, or plans.
TG Vs |50 TOSHIET ) &1, RS T EZK DIFEGGRES, FET, KT 71z
FNS7EDIZHFI TESIFHRINTE LB 5 T DIFHIT RS R T IT72575000E
VIOZEEZFIRL TS,
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(ii) Information about the production, capabilities, or use of weapons systems and other
military systems, including communications systems.

(DEE AT DB LIRS AT DE DO B AT LORIE, MERE., EHIZ SN T
DI o

Note: Such information includes technological data and inventions, and information about
production, capabilities, or use. Information about budget lines concerning weapons and
other military systems should be made available to the public. See Principles 10C(3) & 10F.
It Is good practice for states to maintain and publish a control list of weapons, as
encouraged by the Arms Trade Treaty as to conventional weapons. It is also good practice
to publish information about weapons, equipment, and troop numbers.

TEGL : CDIGRIZEENT T — 5T, K VB, 1FRE, EHICR TSR 5 v, o477
KA D FF XTI TS FLARICE T SIFHRIZARIATF ATHE TRITIULZL LR
SR 10C(3)E10F. 20, 8 L2#3 00 CRAE G I3 E THRINSL T DE
PHRYZ P ZAEFF « 2N T8 Z 1T EFIEE o THEILE ELE THD, E/E, LLdd Ly, o1
DENZ T SIFHRE L TS0 L/ L3S,

(iii) Information about specific measures to safeguard the territory of the state, critical
infrastructure, or critical national institutions (institutions essentielles) against threats or
use of force or sabotage, the effectiveness of which depend upon secrecy;

GiD[E LR HEEA 7T AT EERE R BB E 305 E TR 01715
R DD O BRI R FERICE T OEM T ME THLHILTTOMREEET DY
D,

Note: “Critical infrastructure” refers to strategic resources, assets, and systems, whether
physical or virtual, so vital to the state that destruction or incapacity of such resources,
assets, or systems would have a debilitating impact on national security.

VEFL : (A7 ) HITHMEHTE IR, B ER OM)PERI KT IRAEG > 2 7 A8 150, €4
D2 ZINEDEN, BER N X T LD ITIE EIZER L LRI E I RIS
FHEDDHSEDDZL,

(iv) Information pertaining to, or derived from, the operations, sources, and methods of
intelligence services, insofar as they concern national security matters; and
(WG R OTES), 1 @I, FERIZBE IR 2F# T BR L EREORBEIZE
KRN A0)
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(v) Information concerning national security matters that was supplied by a foreign state or
inter—governmental body with an express expectation of confidentiality; and other
diplomatic communications insofar as they concern national security matters.

(WA ERBUR B O & IR & W fr S i TR kS - E R L 2R E O TE I B
THER, KOMMONRL EDOaia=b—a CRIESNTZEFR L 2R EO R EIZES
ERAIGE S

Note: It is good practice for such expectations to be recorded in writing.

1L : G DL ILIIFIT X TRIRIN S ZEIEELL

Note: To the extent that particular information concerning terrorism, and counter—terrorism
measures, is covered by one of the above categories, the public’s right of access to such
Information may be subject to restrictions on national security grounds in accordance with this
and other provisions of the Principles. At the same time, some information concerning terrorism
or counterterrorism measures may be of particularly high public interest: see e.g., Principles
10A, 10B, and 10H(1).

PERL : 7 20T I N fDSIFIE DIG RIS L7 DV T D2 72— TIRY L1757 55
B SDLIRIGIRIC T 2 ERX T BSLIRDIEFNIZZ DT RIS D JFRNIZ U > TEFK LR IRfED
SLH DRI EZ NS ZEBHVIGFE, 7E/EUIAIFIC, TrXer st F 12 bSO < ODIEHR

ILESIZE O R IEDP D VFFE, JRAIL0A, 10B, 10H(1)ZZ I,

(b) It is good practice for national law to set forth an exclusive list of categories of information
that are at least as narrowly drawn as the above categories.

DEPIEIZBWT, D7Keb ERRoHn 7T TV — VAN [RIFR B I CHiPH A SR T il 7 2V —
DYAM EDLHZEITENTZEE THD,

(c) A state may add a category of information to the above list of categories, but only if the
category is specifically identified and narrowly defined and preservation of the information’s
secrecy is necessary to protect a legitimate national security interest that is set forth in law, as
suggested in Principle 2(c). In proposing the category, the state should explain how disclosure
of information in the category would harm national security.

OEZEIL, EFEOATIV—=YANIFT2 AT AV —ZBINT 52N TED, 72721, JRHI2(c)
TRESNTWDIDNZ, £DOH TV —=NEBARIRFE SN ICERSN LT e
MPET DL AR TED LN IE LR ER L BRELRE T DIDICBETHLL A
RHID, HOT T =2 R ZTHIZEL UL, BRIZZON T TV —DFERDOARNIE
DINTERE DL ERIEZE DT DN OV TR T ETHD,
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Principle 10: Categories of Information with a High Presumption or

Overriding Interest in Favor of Disclosure

JRAI 10: ABRTHZENLEELNEHRHEE SN D ERIUIARIZLDFIE B REVE R
DHTAY—

Some categories of information, including those listed below, are of particularly high public interest
given their special significance to the process of democratic oversight and the rule of law.
Accordingly, there is a very strong presumption, and in some cases an overriding imperative, that
such information should be public and proactively disclosed.

TRICET DG LWL ONDIEHRDO AT TV =%, EOFLLE R FMEHR T m R L5 T
FRCHETHOILEBZ L8, FTEWARIEEZR > T D, LIh> T, ZOFHRITAICSH,
FEMBHNZ BRSNS THLLMMESI, HEICL > TUITDRBITHRBEIL DR LD,

Information in the following categories should enjoy at least a high presumption in favor of disclosure,
and may be withheld on national security grounds only in the most exceptional circumstances and
in a manner consistent with the other principles, only for a strictly limited period of time, only
pursuant to law and only if there is no reasonable means by which to limit the harm that would be
associated with disclosure. For certain subcategories of information, specified below as inherently
subject to an overriding public interest in disclosure, withholding on grounds of national security can
never be justified.

TREDOHT AV —IZBIFHIHEMIL, D7 EL RN EELNEFRHEESNDRESHFRTHY ., [FFXK
L AEREAARILICRESNGLDIE, L TOREIZROND, T7bb | KFRIOMOKRIELF
JELIRWNE T, Seb BISRIZRIRBLUZ BN TO A i S IRES 7 HIFNCRY | FRICEE ST D2,
ZLTHIRT DL EFLMAD A B RFEN WG E ThHD, FrtllisScfEDY
79T A —DIFBIIAE N ARSI DR BB IS NDE DO THY | [FFR L EIRELIRILIC
HRPHET DI LIFTR L TIEHM LSS0y,

A. Violations of International Human Rights and Humanitarian Law

A EBENEER O EE EDEX

(1) There is an overriding public interest in disclosure of information regarding gross violations of

human rights or serious violations of international humanitarian law, including crimes under
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international law, and systematic or widespread violations of the rights to personal liberty and
security. Such information may not be withheld on national security grounds in any circumstances.
(DTRAN IR MR ERC | EEREIE S IRE S T EBRBETEOERER, 8 A H B &% 4
(2RI DHER OFARR ) SUFIEHFERMR EF BT DR O BRI, SRR ARER DD, 20X
FIREBIL, WL A TR VTS ERLZ EREARILICHE A LS TIR620,

(2) Information regarding other violations of human rights or humanitarian law is subject to a high
presumption of disclosure, and in any event may not be withheld on national security grounds in a
manner that would prevent accountability for the violations or deprive a victim of access to an
effective remedy.

(D NAERF > NEEERIZ BT DE L, AShLDZENEMHEESNLIBDOTHY, EDX
VR E T AEREFOBRMAFTAEZ T IO7RTE T, USSR 2SRV BF 2T 78295
FBEE IO T, BH L EREARMUIE 52813 TS0,

(3) When a state is undergoing a process of transitional justice during which the state is especially
required to ensure truth, justice, reparation, and guarantees of non-recurrence, there is an
overriding public interest in disclosure to society as a whole of information regarding human rights
violations committed under the past regime. A successor government should immediately protect
and preserve the integrity of, and release without delay, any records that contain such information

that were concealed by a prior government.

QEZRPBATHIIEROBARICHY, FE, EFR. Ml FRHIEORIERE LR THIEnEL
(RO BIVTNVDIEE, il EDO RG] T TS AR EFICBE T2 a2l THEICHR T
DL D RNIRNEZ RO, BAEOBUFIL, RTBAEDN RSN TWZD IO RIEWRE T Tod
DL A T HIRGEL ., R BL | BHRART & THD,

Note: See Principle 21(c) regarding the duty to search for or reconstruct information about human

rights violations.

PEFL N R EF I TS Ig RO X T FAFGEDZEFEI OO0 T, JRAN21()F 2/,

(4) Where the existence of violations is contested or suspected rather than already established, this
Principle applies to information that, taken on its own or in conjunction with other information, would
shed light on the truth about the alleged violations.

DOZOJFANT MR ENNGESH TODHE IVITEDIFLEC OV TR H D7 5D T
LHEEICB VT, #HEimS M TODEDREDOEFZLZWLTT DI HEMS LI o
ERTEL THWOLNDITH L Tl shd,
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(5) This Principle applies to information about violations that have occurred or are occurring, and

applies regardless of whether the violations were committed by the state that holds the information

or others.
G)ZDOJFANT T TITRAE LT AR E R OBIEEI TR O AMERFICH L THEHASH, AMERE
DIT 2B DERERA T HEE THIUOF ThiviE HIihs,

(6) Information regarding violations covered by this Principle includes, without limitation, the

following:

6)ZDJFAITEY EF2 NERFEICEITHIERIZLL T OEBVTEN, ZHIZIRES N2,

(a) A full description of, and any records showing, the acts or omissions that constitute the
violations, as well as the dates and circumstances in which they occurred, and, where applicable,
the location of any missing persons or mortal remains.

(@ NHER FEMER T IR UIRER  KOFEAD BRI, HEICE> TUIATHAH
FHRBIRDOFHEA R T 58 A7 ik R0k,

(b) The identities of all victims, so long as consistent with the privacy and other rights of the
victims, their relatives, and witnesses; and aggregate and otherwise anonymous data concerning
their number and characteristics that could be relevant in safeguarding human rights.

(DB ERE | BIE. FESH DT TA N —Z DMOMERZAREFELRWHEIPH CORBEER O L T
T, NHEZST5 L CRENHVRLHEE OBCCRHEZ R85 T — 2 TS T — 4,

Note: The names and other personal data of victims, their relatives and witnesses may be
withheld from disclosure to the general public to the extent necessary to prevent further harm
to them, If the persons concerned or, in the case of deceased persons, their family members,
expressly and voluntarily request withholding, or withholding is otherwise manifestly consistent
with the person’s own wishes or the particular needs of vulnerable groups. Concerning victims
of sexual violence, their express consent to disclosure of their names and other personal data
should be required. Child victims (under age 18) should not be identified to the general public.
This Principle should be interpreted, however, bearing in mind the reality that various
governments have, at various times, shielded human rights violations from public view by
invoking the right to privacy, including of the very individuals whose rights are being or have
been grossly violated, without regard to the true wishes of the affected individuals. These
caveats, however, should not preclude publication of aggregate or otherwise anonymous data.

PR OB OGES & DL NN NG HIT, BN FERFEE Db Sk
T EEANK, FELL TO B EIEE DIEIED G IRDOIEL 21 F>E 0 H NI ER LT
L RIZFELHPAN G D 2 ThDSZ L] 1750555 T 52 EIC Lo THRFa %
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SFBIENEE > THLH THSZEPFFILEETHE LD [0 G AN IE, — e~ DR
IZIRET T B I TES, ERDYEZIZBIL TIE, K& D IANANG R D LIS 75
IRHFAFEEEITT TH B, 18RI D TES DN NFHRIT— LIS~ TR0,
ZDJFRNEAFI T BHFIZETHI S REL DT, 564 BRI 4 ZeHF I, HeZE A D
EHDFEERAA T, BALRNEREFZZITE, XIZZNT TOBEFESIZEDNEZ 7 14N
> —DREFIEIEIC, NHEREZERD H65L TELEEVIBIETHS, LIALRPEIDIE
T, Zoff 7 — 5 RIFEF 7 —ZDNZ G T RETILR0,

(¢) The names of the agencies and individuals who perpetrated or were otherwise responsible for
the violations, and more generally of any security sector units present at the time of, or
otherwise implicated in, the violations, as well as their superiors and commanders, and
information concerning the extent of their command and control.

O NERFLIATLUIZ, HLIIEEOL LKL E A D KA | L TEY —fRIJIC, AHERE
DI Y RAFAE LI ST G LI ER L E2RETM 04 F, L aaEORA, £LT
FEHR-CR B OFEPH 2 B35 16 i,

(d) Information on the causes of the violations and the failure to prevent them.

(D AR EFEORK K OBIIELRD > T Z 8 BT 516 e

B. Safeguards for the Right to Liberty and Security of Person, the Prevention
of Torture and Other Ill-treatment, and the Right to Life

B. AR DB HEZ2IZBT DR ORE, BRIKOEROBI L, EFHED

(OF

Information covered by this Principle includes:

ZOFRIAEY EFAE#RIZLL T O LR,

(1) Laws and regulations that authorize the deprivation of life of a person by the state, and laws and

regulations concerning deprivation of liberty, including those that address the grounds, procedures,

transfers, treatment, or conditions of detention of affected persons, including interrogation methods.

There is an overriding public interest in disclosure of such laws and regulations.
(DEZIZLD A HBEOMEIRZ 5 2 DIEHCHANL KOV H B ORI BB § DIEA-CBLRIRIL,
Frioe, B, A, RO ~TTiE2 S O MERIRRIZE T2 02 E ), ZOLORERCRAIZ
BN D2 LTI R B IE ORI DD,

Notes: “Laws and regulations,” as used throughout Principle 10, include all primary or

delegated legislation, statutes, regulations, and ordinances, as well as decrees or executive
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orders Issued by a president, prime minister, minister or other public authority, and judicial
orders, that have the force of law. “Laws and regulations” also include any rules or
Interpretations of law that are regarded as authoritative by executive officials.

PR JRRN108 8 L THREF XS TEESHLRY ) &0 0055 T 2 L R EALE, 157
BIR VR, FTEABE, B, KEXITD LA IZL ST T TE i 77, Al 7278
&\ BEHIIR T DS X TDbDEF L2, e EHCHL ) I1ZTTE B 12> THERE /5o
BIREING, HODSTHH TR D 50,

Deprivation of liberty includes any form of arrest, detention, imprisonment, or internment.

E I DFIEEIZIZ, DODSIZREDET, 1AL, KRIHKITHE & 570,

(2) The location of all places where persons are deprived of their liberty operated by or on behalf of
the state as well as the identity of, and charges against, or reasons for the detention of, all persons
deprived of their liberty, including during armed conflict.

QR e a3 s | EFRERZOREUICI > TEE SN A% O B AR BEINTZHLDDHT
DFHE, M O HHZEDNTZ A% OHITIEHR, FEik, R,

(3) Information regarding the death in custody of any person, and information regarding any other
deprivation of life for which a state is responsible, including the identity of the person or persons
killed, the circumstances of their death, and the location of their remains.

DB NDOWEEFOFETIZEE 216 @, [EHEOBEETLDTOMO Nk BIZEE 516
EYEE O H TLIE . ZOLTI A& DIETORDL, BIKDOFTHEZ G T0),

Note: In no circumstances may information be withheld on national security grounds that would
result In the secret detention of a person, or the establishment and operation of secret places of
detention, or secret executions. Nor are there any circumstances in which the fate or
whereabouts of anyone deprived of liberty by, or with the authorization, support, or
acquiescence of. the state may be concealed from, or otherwise denied to, the person’s family
members or others with a legitimate interest in the person’s welfare.

PEGE : 0DIRSIKI Tt [HRLEIRIEZ RN, N DRI, B FIZELG DR
B E, BTN DR PSIGIRERIEL THILER S FIo, VDRBIH Thi, [EHFKIZL>

T KIFEFKNZ Lo THER - L) - Rl &5 2 HIEH 12> TH & FIBEINENDIT
JFIFEDS, EDNDZWERC, EDNDFEFGITIE 272 FIFEDBHSMDN 4 IZH L ThREh ),
HNEHEHIIEDL THIRER Y,

The names and other personal data of persons who have been deprived of liberty, who have died
in custody, or whose deaths have been caused by state agents, may be withheld from disclosure

to the general public to the extent necessary to protect the right to privacy If the persons
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concerned, or their family members in the case of deceased persons, expressly and voluntarily
request withholding, and Iif the withholding is otherwise consistent with human rights. The
Identities of children who are being deprived of liberty should not be made available to the
general public. These caveats, however, should not preclude publication of aggregate or
otherwise anonymous data.

H & FIBEXIEE, IEEFICIE LR RITEKBEREICL o THIZESLDOI/EH DL
#H R NEDMDIIN NGHRIT, 24NN KIZ2HGADIELL TS ENTE DT IEPESIZFE
T HET S E FERNETSZEDNZ > TANETEHE T SH T, 7 TN —DHERD
IR DL BLRFIH T—ARNSS L CRINE T S0 TES, HHEZFBEIIL TS FEB DN
IFHRIZ—AHRNSS L T T8 E TR0, LPLZILERIIRIZ, Zoqf T —5 K ES 7 —
EDRNREIGITSED TIZR ),

C. Structures and Powers of Government

C.BUR DHEELHES]

Information covered by this Principle includes, without limitation, the following:

ZOJFAITHEY EIFDIEHRITLL T DO LIBVIEZN | ZIUTBRES LRV,

The existence of all military, police, security, and intelligence authorities, and sub— units.

PR, EER RO CRE AR B e OV O T IR AR S S O AFE,

(1) The laws and regulations applicable to those authorities and their oversight bodies and
internal accountability mechanisms, and the names of the officials who head such authorities.
(DZNHOFFCHERS £ OEEAIEE . WESRLH RAEAD =X MMl S SR R OB
All, £L CTNBZE T %3 /A O K4,

(2) Information needed for evaluating and controlling the expenditure of public funds, including
the gross overall budgets, major line items, and basic expenditure information for such
authorities.
QR TR, FEIEH | AR EREZ S AR E &0 S 27 il - & B9 5720 1244
LSS EECS

(3) The existence and terms of concluded bilateral and multilateral agreements, and other major

international commitments by the state on national security matters.
(3) —HEM I L E M ChifE SN2 E DFTEE SR, K ONEZR L 2R EFEEIZE S Y %
ENZ XA = F 2 EERAIES 5
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D. Decisions to Use Military Force or Acquire Weapons of Mass Destruction

D.EENTHE XTI KREMEBZDOATORE

(1) Information covered by this Principle includes information relevant to a decision to commit

combat troops or take other military action, including confirmation of the fact of taking such action,

its general size and scope, and an explanation of the rationale for it, as well as any information that

demonstrates that a fact stated as part of the public rationale was mistaken.

(DZOJFHITHEDY LT 216 @ik, BB RO IRIE XTE O Mo EHATE ORE RS E 351

THY, TOEFATEOFROMR., #EHIRBULEEM ., ffloBiHE S T, £, AXNOBEH
D—HEL TR FHENTRY Th o=l m T HH DL

Note: The reference to an action’s “general” size and scope recognizes that it should generally be
possible to satisfy the high public interest in having access to information relevant to the decision to
commit combat troops without revealing all of the details of the operational aspects of the military
action in question (see Principle 9).

TEGL ATE)D R B 0975 ) B LI PHIC 5 K L7EPEHT T, a2 Fn 782200, o Tio
SHEFITE)DFHeif1 DT TOFEME RN T S0 EeBTRiBRD IRl AIE 1 B TS 15 7R 12
TIERTBE I E O LR T ZED RN TESD6 THD (JHAN9Z ).,

(2) The possession or acquisition of nuclear weapons, or other weapons of mass destruction, by a
state, albeit not necessarily details about their manufacture or operational capabilities, is a matter of
overriding public interest and should not be kept secret.

QEFIC IO LR O R BRI ORA AT, G RCEREE 2 OWTEEMIT
HHLEITHE DS HE R NILDORIEORE THHIZDRESN D RETIIRY,

Note: This sub—principle should not be read to endorse, in any way, the acquisition of such weapons.
VE G : ZDENFRIIT Y RS E M IS0 TH, SDLIRITEEDA Fa 258 750 DEMERI S5~
E TR0,

E. Surveillance

E.BEA

(1) The overall legal framework concerning surveillance of all kinds, as well as the procedures to be
followed for authorizing surveillance, selecting targets of surveillance, and using, sharing, storing,
and destroying intercepted material, should be accessible to the public.

(DBHLWLHIAD FEAUZ BT D RARBI AP 21T, B OFERTOX R OEIR, 5572 E ok
DO A RE | BEEO T N TOmRLFEM, ARPZDIERIZT 7 EATELRETHD,
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Note: This information includes: (a) the laws governing all forms of surveillance, both covert
and overt, including indirect surveillance such as profiling and data—mining, and the types of
surveillance measures that may be used; (b) the permissible objectives of surveillance; (c) the
threshold of suspicion required to initiate or continue surveillance; (d) limitations on the
duration of surveillance measures; (e) procedures for authorizing and reviewing the use of such
measures; (f) the types of personal data that may be collected and/or processed for national
security purposes, and (g) the criteria that apply to the use, retention, deletion, and transter of
these data.

VEFL: DG RIZE ENSEDITNDEFY, ()7 07 7V 27 Ko7 — SR 7 & D] )74
B2 500 LN - HE LN DD 5 10 S JERE D B 1 K& ONF JH X1 S B i FEREDFERIIZ D0 TE
DS (D)FF B TEOEHIANZRE ()P & T K IR 7572 8D 1244 ZE72 BE K D F i
(d) Bt FEROHFDIRE (€)= DL 5748 FERDFF DA & Fii OEFKLLRIEL
D H ) TRER O KIZW LIFIGFEMN 7 —F DFEEE ()= 77— DFIH, RA. 1H
&, BB IZE I TSR

(2) The public should also have access to information about entities authorized to conduct

surveillance, and statistics about the use of such surveillance.
Q)AL R EITOMEIR 2 AT 5- SN TR BIIC DWW TOE S N N D A7 - RAT A ORI A IS
WTORFHIT 7 EATEDLRETH D,

Note: This information includes the identity of each government entity granted specific
authorization to conduct particular surveillance each year; the number of surveillance
authorizations granted each year to each such entity; the best information available concerning
the number of individuals and the number of communications subject to surveillance each year;
and whether any surveillance was conducted without specific authorization and if so, by which
government entity.

PEGE : ZHUZIT, A FFE DEHITT 2 E 1T O FFIE DHEIRE 1537172 2 BOFEE B D #5°,
R IC 7GR DA SE BT ] DE, FFER DX R ELRSITN DI DV (5 DENZ B
TINF CESREDNGFH, WIELRIERR NPT T3 0E 50, bLiThATe
BETHUTL, EDBNFRERIZ LS DIE 0/ [FHRP 5 EIL TS,

The right of the public to be informed does not necessarily extend to the fact, or operational
details, of surveillance conducted pursuant to law and consistent with human rights obligations.

Such information may be withheld from the public and those subject to surveillance at least

until the period of surveillance has been concluded.
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AT THITOANE L DZEFEIZ TG L2 R AL, 20T L6 FECE DM E TL
FDHNSHEFN 5 dp il BTNy DL IDRIGHRNT LR ED B 035F7& T 98 F Tladon
SIASTHLU,

(3) In addition, the public should be fully informed of the fact of any illegal surveillance. Information
about such surveillance should be disclosed to the maximum extent without violating the privacy
rights of those who were subject to surveillance.

BR)SBIT, BIEREHRMTONIZEEZDR LT, ARIT TN TEHMESNDLNETHD, ZDLEH7%
B DR REIRASTAAND T T A3 — DM ZAREH LI F RIROFPH TIE WA AR S D~
EThHD,

(4) These Principles address the right of the public to access information and are without prejudice
to the additional substantive and procedural rights of individuals who have been, or believe that they
may have been, subject to surveillance.
OARIFANIERIZT 7 B2 T 2RROMEFNE T 2D THY | B R L/mo72, HDHWIFR>
T LR ST A A DZ OO SEE R Ho FHeHIMEN 27250 DO TR,

Note: It is good practice for public authorities to be required to notify persons who have been
subjected to covert surveillance (providing, at a minimum, information on the type of measure
that was used, the dates, and the body responsible for authorizing the surveillance measure)
insofar as this can be done without jeopardizing on-going operations or sources and methods.
PE L T DR BT TE) XL [ IR F B Z T I G171 FTREZRROIC I 1) T, B E
PSR ETR D TENNZ(RMEIR, FIHH L7 7 A DFERE, A AT, Bt A DFETTIZE DS
RS2 )T S L& NN ICZEFE TS DIHEEL b,

(5)The high presumptions in favor of disclosure recognized by this Principle do not apply in respect
of information that relates solely to surveillance of the activities of foreign governments.
G)ZOJFAITRRPEELWEHESHEE SN D E I, MMEOTFE DAL O A BE$ 51 #is
(EST ViR g VAN

Note: Information obtained through covert surveillance, including of the activities of foreign
governments, should be subject to disclosure in the circumstances identified in Principle 10A.
TEGL : MEDTTENZA T 58 DE 50, HEEBTTEIZH L TIROIEFHRIZIFAN10AIZ
ENMINZL 0 THFROA T ETHS,

F. Financial Information

FJH BB
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Information covered by this Principle includes information sufficient to enable the public to
understand security sector finances, as well as the rules that govern security sector finances. Such
information should include but is not limited to:

ZORAITERY EF oD H I, EZR R 2R EE 0 M B OFE ZE 2 2 RE T O /M Btz
TED T NIRRT DT DI E WG D, ZOIORERIT TRLeaLrnIhil
[RESHZR,

(1) Departmental and agency budgets with headline items;

(DEZIH H 25 D7 PRI K OB BRI 5

(2) End-of-year financial statements with headline items;

Q) FEIH A 25 D1 AF BRI RE R

(3) Financial management rules and control mechanisms;

M B HBLAI LB 2T

(4) Procurement rules; and

W& aERA LT

(5) Reports made by supreme audit institutions and other bodies responsible for reviewing financial
aspects of the security sector, including summaries of any sections of such reports that are
classified.

(O)fx 2 RHRA LR e O DMD [E % R EFE B O M Bl 2 AT 5 B0 H OIS~
TSNS F, BER OIS FROREEZFEDHLDLEOMELZ T,

G. Accountability Concerning Constitutional and Statutory Violations and
Other Abuses of Power
G.BIE R ER KR OFDOMOMESELBICE T3 =T

This Principle includes information concerning the existence, character, and scale of constitutional

or statutory violations and other abuses of power by public authorities or personnel.
O, AMET XATNEBRE LD EE B DER K OZOMOME T ELHOFE, M.,
HAIZ B 9215 a3 e,

H. Public Health, Public Safety, or the Environment
H.AREE, TROZEXIIRE

Information covered by this Principle includes:
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ZOJFANZEY BT HEHRITEL T O ERY,

(1) In the event of any imminent or actual threat to public health, public safety, or the environment,
all information that could enable the public to understand or take measures to prevent or mitigate
harm arising from that threat, whether the threat is due to natural causes or human activities,
including by actions of the state or by actions of private companies.

(DA, RO LA SUTREUIK § D72 L S TR BB O 5B IRV T, £ 0%
BNBECHHREZBMELIZ0 Bk BT 2 FBA LoTc0 T 52 L2 RIS T 5T X TOIF #H,
Z DB OFEIR D B R NEIEB(ERIZEDH 0 REEHEICIDL D)) E R,

(2) Other information, updated regularly, on natural resource exploitation, pollution and emission
inventories, environmental impacts of proposed or existing large public works or resource
extractions, and risk assessment and management plans for especially hazardous facilities.

Q) RIREIROPERL, 15 R AR | REBL S e 26 ST B PR HL 0D & 18] 13 FE it D B g~
D, U TRICERZRHEER DY A Y FEAl &5 BRET BB 32 E A IZ B B o2 Do
o
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Part IlI. A: Rules Regarding
Classification and Declassification of

Information
H3%. A I MOMETEE & BRI C BT 53R

Principle 11: Duty to State Reasons for Classifying Information

JFRD 11 R m i E T BB 2R~ 58S

(a) Whether or not a state has a formal classification process, public authorities are obliged to state
reasons for classifying information.

(a) EEPEE R EDARD T B AZH L THDWRWIEOL S AT RS iaE
TOHM 2R ~NDEH DD,

Note: “Classification” is the process by which records that contain sensitive information are
reviewed and given a mark to indicate who may have access and how the record is to be handled.
It is good practice to institute a formal system of classification, in order to reduce arbitrariness
and excessive withholding.

TEa [BEEIEIE ) 12, IEEEE T SIG R G ENS IR RS, DL THNT 7T X
L TLODD, 0DIZL TEEERP RIS NEDP TR T EHIINGZ 6NE T RTXDZETH
Bo RENE LTI LG HRIVEZ WD T 72D, (FHROBERITIE N TSN DX T AT
HT SN THS,

(b) The reasons should indicate the narrow category of information, corresponding to one of the
categories listed in Principle 9, to which the information belongs, and describe the harm that could
result from disclosure, including its level of seriousness and degree of likelihood.

(OB TR E DORILLL T, ZDOMEFWAE T D, JRRI9 TVAMESNIZ AT Y —DUWF DN G
L7z MO BE R B R T _ETHY, Fo, AR T 028128 TAELIDREZ TOHRAS
DR, TR IVID A REMEZZ 0 T, Rk L TIbeu,

(¢) Classification levels, if used, should correspond to the levels and likelihood of harm identified in

the justification.
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(OB DL ~VEREZ T D5 E 1T VLV OIRELES (LTS ETREShZHEORKELEN
TV D AREMEIZEINBHOH D THHETH D,

(d) When information is classified, (i) a protective marking should be affixed to the record indicating
the level, if any, and maximum duration of classification, and (ii) a statement should be included
justifying the need to classify at that level and for that period.

(DFFBPEERNICSNDEE D OL VL ESN TWDEE) L E R VW O R RBIFZ R
FORERIRFNE, (i) DL~V I A E D 540 B A IE S L4 2 30E Z 5Lk ICIRfT & TH
Do

Note: Providing a statement justifying each classification decision is encouraged because it
makes officials pay attention to the specific harm that would result from disclosure, and because
It facilitates the process of declassification and disclosure. Paragraph—by-paragraph marking
further facilitates consistency in disclosure of unclassified portions of documents.

TEGL : B (G RO TEIE DIRIEPEHI 20 S X F 25T T S ZEPHERIILESDIT, FrLE
TR Z VFF BRI 0 18 N N FER DVEEZ TS0 T B, N7 77 ZEHIZHIZ 1175
ZET, X DREE TRV E R TSI I VB A S IR OZEP TES,

Principle 12: Public Access to Classification Rules

JRR 12 BB EDRAU~DNT V2T 7 A

(a) The public should have the opportunity to comment on the procedures and standards governing

classification prior to their becoming effective.
(AT BRI EAHET AT EMEICHOWT, TN N ERTHRNCE Ak ~5
et AT 56 EThD,

(b) The public should have access to the written procedures and standards governing classification.

DY ARIL, WEIREZ ED DL FHEEEEICEH T O LE~DT I EALHTHIETHD,

Principle 13: Authority to Classify
JREI 13: B FE TE DHERR
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(a) Only officials specifically authorized or designated, as defined by law, may classify information. If
an undesignated official believes that information should be classified, the information may be
deemed classified for a brief and expressly defined period of time until a designated official has
reviewed the recommendation for classification.

(@IEICI - TERSND, FHllTHERN B X BNIRA SN AB BIZT 1 B MEERNIT S
ZENTED, FEASILTWVRWAE BN, ERPEERNCENHAIREIEEEZ 6 imSh

Note: In the absence of legal provisions controlling the authority to classify, it is good practice
to at least specily such delegation authority in a regulation.

PE 7D BT E DFEIRETE O SIEHLED 7RG B DR & ZLHEREHR THIHENL 75
EIT LI TS T D,

(b) The identity of the person responsible for a classification decision should be traceable or
indicated on the document, unless compelling reasons exist to withhold the identity, so as to ensure
accountability.

(OEE RN DIREIZOWTEEDOLLHZRET DIF ML, TNEWET L5002 2RO EH 2
FAELZRWIRY | S BEZ R T 27012, FrE ATRETHY . Fif T/RshilT by,

(c) Those officials designated by law should assign original classification authority to the smallest
number of senior subordinates that is administratively efficient.

(AT ERA SNIZINGDORNF BT, —IRBEE R EMERZ | ATB L2 RA72k b N &
I EIZEN 55 &ETH D,

Note: It is a good practice to publish information about the number of people who have authority

to classily, and the number of people who have access to classified information.
M7 BRI E DHEIRE & D& DIIZBT TS5, €L THEITHRIZ T 2 EXTSHEREE
F ORI T BIGHE LT B H1F ROV A T D,

Principle 14: Facilitating Internal Challenges to Classification

JRAI 14: BB EICHT IR TORBR LERETD

Public personnel, including those affiliated with the security sector, who believe that information has

been improperly classified may challenge the classification of the information.
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LEREEEPNCETR T 2E 230, A NENIHEE R ESh TOLEB A LNBRERE L,
THR OB R EICRE AR AD LN TED,

H

Note: Security sector personnel are flagged as deserving of special encouragement to challenge
classification given the heightened cultures of secrecy in security agencies, the fact that most
countries have not established or designated an independent body to receive complaints from
security personnel, and disclosure of security information often results in higher penalties than does
disclosure of other information.

TG ZE BRI B IZ 1308V VB T ZE DRI B Y, FTENFEAE DE TIL, J6L A 6D 75
WL CERZIET S L LI R E R IZFEE I TIH T, 16 L BIED (g IR DR EIT, £ D
M DGR DB NI~ THEL VO ET PRI BT EPZ U0 ST E5E R FUT, LR R IEREE D
TERITRE BT E I1Z I 28 R BT PFIC LS B S Z LR EEL L,

Principle 15: Duty to Preserve, Manage, and Maintain National

Security Information

JRR 15: ERZEREICETOHREREL, BHL, M T8

(a) Public authorities have a duty to preserve, manage, and maintain information according to
international standards. Information may be exempted from preservation, management, and
maintenance only according to law.

(AT, FEBAECHEL T, HlahE . B8, T 5882015, BT, EICES
WTDH A B MERF O ZRINBERIA S D,

1 These include: International Council on Archives (ICA), Principles of Access to Archives: (2012); 1CA, Universal Declaration on

Archives (2010; endorsed by UNESCO); Council of Europe, Recommendation No R(Z2000)13 on a European policy on access to archives
(2000); Antonio Gonzalez Quintana, ICA, Archival policies in the protection of human rights: an updated and fuller version of the report
prepared by UNESCO and the International Council on Archives (1995), concerning the management of the archives of the state security
services of former repressive regimes (2009).

ISP TG EN5  HBRACEBHR(CATALEA~DT 72 ADFHIN(201248), ICATH T — 747 €5 1(2010; = F A=17K
) L INFEERT A SCEA~OT 72 AT DKM OBOR B3 28)4R (2000) 13J(20004F), 72 h=A YL R 7102 ICA
I ARG T 2 LEDORY L — 1 D3> COMEMZRBMEZ 3617 2 B 5222 AR B D /x SCEAF B (2009F) [P 952 r 2= L
FEIBRA SCE S 2 R L DL IR — RO 58 AR (19954F)
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(b) Information should be maintained properly. Filing systems should be consistent, transparent
(without revealing legitimately classified information), and comprehensive, so that specific requests
for access will locate all relevant information even if the information is not disclosed.
(DIE BT TN HERF SN D RETHD, DEIEIO VAT NIEEAEH T, (GIEMITHEREe
STAERMPIWNDZEDR7RWET) B HOTHER T, 778 AA~0 BRI KD T2 555012
FRSILTORNER T Th T N TOREF RO FTEN R E TELRETHD,

(¢) Each public body should create and make public, and periodically review and update, a detailed
and accurate list of the classified records it holds, save for those exceptional documents, if any,
whose very existence may legitimately be withheld in accordance with Principle 19.

()75 % DRHIFERIE, PRA T DR RLdk oD | FEMl CIEMEZRU AR ZERRL . ZABAL , EH RIS
L. B ~&ETHD, I2IELEDOFEB KD, AN SEBIEMICHES N TWD I 724
SRR CEDRHIUT TN AR,

Note: It is good practice to update such lists annually.

PERL: SISO ANT VRS HIC BTSN A LS L,

Principle 16: Time Limits for Period of Classification

JRRI 16 : B OHAR DR

(a) Information may be withheld on national security grounds for only as long as necessary to protect
a legitimate national security interest. Decisions to withhold information should be reviewed
periodically in order to ensure that this Principle is met.

(@F I EZE L AR IE EOBHIC I > TRESNED, EYREZR L AIRE EOF 2 ki
T DI ER IRV N TDHRTHD, 1§ e DR E T, AR OB 2f R T 5720
(L EHIRICRESNDRETHD,

Note: It is good practice for review to be required by statute at least every five years. Several
countries require review after shorter periods.

PEG: B IZ o T, D7l b S ET ED IR L & FFE (TS ENZEELL, SO K] TD
SLIE L ZZEFE 11T T B [ED 5B,

(b) The classifier should specify the date, conditions, or event on which the classification shall lapse.
(DREFETE E 2 E T D8 1L, BRI T2 A, S, ITHREFIZOWTHRL 5 &
Thb,
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Note: It is good practice that this time [limit, or specification of conditions or event on which
classification lapses, is subjected to periodic review.

TG BB O DKE) TSR, KITZECH A FDZERNIT, RIS XS5
FELio,

(¢) No information may remain classified indefinitely. The presumptive maximum period of
classification on national security grounds should be established by law.
BRI RN L THIWFHITAe W, EFE L EREZHEBICUIRER OB EShD
R RHIRIE AEICL o TEDDNDRETHD,

(d) Information may be withheld beyond the presumptive deadline only in exceptional circumstances,
pursuant to a new decision to withhold, made by another decision— maker, and setting an amended
deadline.

(DIFWIT, FISIZRRBUIC BN TO AIRE SR A TRIES NS08, TRITRRDE
BIREE LT HIRABEIESI TRIESIL, HOT2D TRIERENSRNDHTEIZLD,

Principle 17: Declassification Procedures

JRR 17 B E AR O FheE

(a) National legislation should identify government responsibility to coordinate, oversee, and
implement government declassification activities, including consolidating and regularly updating
declassification guidance.

(a) BE# TR EMEBROFE ST 2MESL LE IR R 22 L2 30 | BUR SR TR E MR BRO B2 M
L, B, BT T 5REZENIEICHE T & THD,

(b) Procedures should be put in place to identify classified information of public interest for priority
declassification. If information of public interest, including information that falls into categories listed
in Principle 10, is classified due to exceptional sensitivity, it should be declassified as rapidly as
possible.

(b)Y TEPEZS OB TE S i BB e R TR R E MR 32720 O Fe 3, WUNIED S
NHNETHD, JRATODIYARD T TV =3 SN DIz G T, BRIPED DL WS,
BISIZREENE D T2 D IR ERNNCS N TODISG A TIUT TEDROIME I B MRS N D&
ThHD,
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(¢) National legislation should establish procedures for en bloc (bulk and/or sampling)
declassification.

(CENIET, BEER 7 (—FE, L O/ XIS TV 72 35) ISERREFR D=0 D TR =&l E 35
REXTHD,

(d) National legislation should identify fixed periods for automatic declassification for different
categories of classified information. To minimize the burden of declassification, records should be
automatically declassified without review wherever possible.
(DENEND T T —OREEFRERE BRI OWT, B B2 E M RIIIRA ENIE TED HRE
Tho, WEMRROAEZ R/ NRIZT 570012, ATRERE BTV 2Th | RRiII FRET7ZRLICH
BNHITHR AR R EMEERS D N E TH D,

(e) National legislation should set out an accessible and public procedure for requesting

declassification of documents.

(&)L FEDRHEMRERGE KIZOWT, 77 B A ATRER AR Ttz ENIE TED L XETHD,

(f) Declassified documents, including those declassified by courts, tribunals or other oversight,
ombuds, or appeal bodies, should be proactively disclosed or otherwise made publicly accessible (for
instance, through harmonization with legislation on national archives or access to information or
both).

OFHIFT, BE, TOMOEERER, A 7 X< HATHEC K- TR R E D RBR S U= H D
HE D | BB R TEDSIEBRS IV SCEI MR AR 327>, b7 UE AT 7B AFTREIC T
HNETHD (BIL, FBORLERETFRA~DT 7 B RS OIEHRLBEEMEZ L2570 L),

Note: This Principle Is without prejudice to the proviso regarding other grounds for with—
holding set forth in preambular paragraph 15.

7t : SOWRNT, FIXNTZZ 7151 ENS, (G HRINE DO DY DEEHI 2 ZJE 554000
AL Z& R8P0,

Note: Additional good practices include the following:

PG LTI, RS LS8 19752 Tl T,

- regular consideration of the use of new technologies in the processes of declassification; and
HEEE T E RS FHREN S50 SRR T DR & T EHI 7S 75, K TN,

- regular consultation with persons with proféssional expertise concerning the process for
establishing declassification priorities, including both automatic and en bloc declassification.

* HBJHG H ORRIGHI50 6 DE 50, FEEIEENFIR OETNL M, TS 7 0t X[ TS5 T4
W EFFOF EDEHII R 7 27T s
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Part III.B: Rules Regarding Handling of

Requests for Information
H3%. B HEHROBNHVTORE

Principle 18: Duty to Consider Request Even If Information Has

Been Classified
JRHI 18: BRABT NI TN L T, SRR ETT 58

The fact that information has been classified is not decisive in determining how to respond to a
request for that information. Rather, the public authority that holds the information should consider
the request according to these Principles.

TR N2> TOD LW FFT TFHRABA DFERICEIFIET DM ENIERIZ, IREH)
IR ETIEIR, LeLANE#ab S RHIBEEIE, ARANIHEW, FERICOWVTIRET 5 ~& ThH D,

Principle 19: Duty to Confirm or Deny
JREI19: AR XIIERTIHRE

(a) Upon receipt of a request for information, a public authority should confirm or deny whether it
holds the requested information.
(@IF#GEREZ 72L& E, AR, FHRSN TODIEBRZ AL TWDEINITHONT, 7K
ST FBLIRT UG,

(b) If a jurisdiction allows for the possibility that, in extraordinary circumstances, the very existence
or non—existence of particular information may be classified in accordance with Principle 3, then any
refusal to confirm or deny the existence of information in response to a particular request should be
based upon a showing that mere confirmation or denial of the existence of the information would pose
a risk of harm to a distinct information category designated in a national law or regulation as

requiring such exceptional treatment.
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(D)RFRIZRIRBLUZ IS T FFE DIE MOAFAE « ATE B RN S TWD ARt E | FIHEHE
DIRAISIZEASWCERD D L& FFEDFERA~DEIZIZB W TEROIFELZ AR XUIBRTHZ
EEERTDHEEITEL, WD ETH BPNEXIIBEIC LS TREIND, ZD IO BiI5 72
HEZVELTHIORREEDIHERDO TV —IfEENGTZOINDI AT NHHZ LA L7
AUTT2B7R,

Principle 20: Duty to State Reasons for Denial in Writing
JFRI 20: {EROHE B ZER CIRDEE

(a) If a public authority denies a request for information, in whole or in part, it should set forth in
writing specific reasons for doing so, consistent with Principles 3 and 9, within the period of time
specified in law for responding to information requests.

() ABIHEBE S D BEHDNT— I T D RS 9D T, £ D BRI B R 4| i
RIB K TN | 15 #ih R~ DS B DI E O DIV IR IS, FHE THOMI LR
AN E ANV AR

Note: See Principle 25 for the requirement that the time in which a response must be given
should be set forth in law.

H G B 7R S PV ATFUIE 2 5720 BRI DU T I T 7 S 1 UL 7R 6700 b 752
PEIZ DT, JRRI252 217,

(b) The authority should also provide the requester with sufficient information concerning the
official(s) who authorized non—disclosure and the process for doing so, unless to do so would itself
disclose classified information, and of avenues for appeal, to allow for an examination of the
authority’ s adherence to the law.

(D) RIFE, FERFIS, ZOT DL H RPN 2B R LRV IRY | JEBI R OMERZ -
AN TWDHARB A KR TZEDT e AL THaR i MaiR it ~&Tho, £, YRDIER
BFICOWTEE T DD DR L HIEIC OV TH R a2t T & Th o,

Principle 21: Duty to Recover or Reconstruct Missing Information

JRRAI 21 5@ELBEREEE UIFEET LIRS
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(a) When a public authority is unable to locate information responsive to a request, and records
containing that information should have been maintained, collected, or produced, the authority
should make reasonable efforts to recover or reconstruct the missing information for potential
disclosure to the requester.

() AHIHERES FE KRB ICHE T DEROIEL R T IENTET | B, ZOFEMEE eiiis,
TRAESHL RS L, HDWVIELN TV DT T THL GG UL AR BIIIFE KRB IR D%k
HIBR R AT REME DT R LT IF 2 BIE SUI ST 5720 OGRS N1 2 LT g7
SYAAN

Note: This Principle applies to information that cannot be located for any reason, for instance
because it was never collected, was destroyed, or is untraceable.

Tt : EDNFRP I F TRES = EDPR0, M EfL TLF 72, BB AJRE ThSE0
/el EALEEH] ThHA5E8, ZDWANIE, It 60582 TER U IGFRICE IS XS,

(b) A representative of the public authority should be required to indicate under oath and within a
reasonable and statutorily specified time all of the procedures undertaken to try to recover or
reconstruct the information in such a way that such procedures may be subject to judicial review.
(D) AR DR FEH X, TOFIAN FHEDOF DX R LERVIFHLO 7 LT, A [EIE XX
BT D12DIATON TODFHE DT X TE, BRI LT, B HSIETED SV RFH]
WIDRT L B/HBTON & THD,

Note: When information that is required by law to be maintained cannot be found, the matter
should be referred to police or administrative authorities for investigation. The outcome of the
investigation should be made public.

PEF  (RE XS ZEDVENL > TEFHENITHI TOSIFHRIIE D600 E& ZDIFITELE
KITTTEE I B2 (T FESI S NE THD, i B D RATLHIIL S & TH S,

(c) The duty to recover or reconstruct information is particularly strong (i) when the information
concerns alleged gross or systematic human rights violations, and/ or (ii) during a transition to a
democratic form of government from a government characterized by widespread human rights
violations.

QLA TFOSGE . BA LI B - T 585 OREIIFHIE, T72Dbb, O)ZDfF#H
INTRURZ SO TR 72 NAEIR T O HSZIZ B DL, KO/ X () JR#HIZR MR F IS o TR
SIFONLBINIG, RERIZRIEEBOBUN ~DBATOHRIZH D,
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Principle 22: Duty to Disclose Parts of Documents

FH| 22: XEO—HEHRRTIEDS

Exemptions from disclosure apply only to specific information and not to whole documents or other
records. Only specific information for which the validity of a restriction has been demonstrated
(“exempt information”) may be withheld. Where a record contains both exempt and non—exempt
information, public authorities have an obligation to sever and disclose the non—exempt information.
NEADFHERIT. FrE OHFRISH L THEMAEINDDO THY | LFEBRL DM OTLERDORIERITH LT
TIEZRV, il RO Z G PEDTFLAS I TOD R E DI (TRBRIEH ) O AP RESNGD, HDHFL

FICHRENDIFREL D TRWVMFRNEBICE ENDL G AHETNL, RSN TORWF Hz
GIVEEL TRBA 2B 039D,

Principle 23: Duty to Identify Information Withheld
JFA] 23: RESN-EHEEETIESE

A public authority that holds information that it refuses to release should identify such information
with as much specificity as possible. At the least, the authority should disclose the amount of
information it refuses to disclose, for instance by estimating the number of pages.
NEATHZLHER LB RERA T2, TDIO2F A TEOLETFELARE T &
ThD, D7alb B NIRRT, Fl AT —VHEMAR T 528 L TAREIEATZE RO EIC
DWTARRT NETHD,

Principle 24: Duty to Provide Information in Available Formats

JRR] 24: AFFRERIERICL > TRBREZREET 285

Public authorities should provide information in the format preferred by the requester to the extent

possible.

INMEFIITATREZRIRY | G K& DRODIEA T MRS ~ETHD,

Note: This includes, for example, the obligation of public authorities to take appropriate

measures to provide information to persons with disabilities in accessible formats and
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technologies in a timely manner and without additional cost, in accordance with the UN
Convention on People with Disabilities.

PEFL: ZDZEE, PIZITRFE D, JEEES DN 4 IZHL T, 727X TESIEAAHAT T,
BEDIE, B LTS84RS [FE DI A HEFIZRANUE > T, IFHRE1EHET S L)
Y D AN = A

Principle 25: Time Limits for Responding to Information Requests

BRI 25 fF&#aERICHTAREZDOHIE

(a) Time limits for responding to requests, including on the merits, internal review, decision by an
independent body if available, and judicial review should be established by law and should be as short
as practicably possible.

(a) IRVL. PHEBIRES . R ATE/R S5 G MR B OIRTE . FHEDRELZ G0 | 5HRITx$ %A%
BIRRIE, FRIC L THIE SR T2 57 FAT USSRV I T g7 rauy,

Note: It is considered best practice, in keeping with the requirements set forth in most access
to Information laws, to prescribe twenty working days or less as the time period in which a
substantive response must be given. Where time limits for responding to requests are not set
forth in law, the time limit should be no more than 30 days for a standard request. Laws may
provide for different time limits in order to take account of different volumes and levels of
complexity and sensitivity of documents.

VEGE NEEA L DIFIRT 7RI IZE D B TS B FEER T, EEHHI 2B Hr i
TRITFUTTR O HIRIZ2015 36 H AN G T2 DR OB L) ThSEER HIE, igKICX TS5
[E] BB RANENZIE D D4 TU VR GE W1 D RICKH T SHIRILI0 H 2 2 5~ & T8
VY XEDE, MSOFENE, [HEIZIRVROSEL NI C T, B SHIREEDTES,

(b) Expedited time limits should apply where there is a demonstrated need for the information on an
urgent basis, such as where the information is necessary to safeguard the life or liberty of a person.
(b) ZDIFHRMN DAL H HZTH2DITMETHLGERE | BAMEIZ IS G RO L BT
AESNDS 6 MIROFEHE D E SN o &S THD,

Principle 26: Right to Review of Decision Withholding Information
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FRI26 : fFROME DR EZFE T HIHEF

(a) A requester has the right to a speedy and low—cost review by an independent authority of a
refusal to disclose information, or of matters related to the request.

(a) FE KA L, B R O A LITFH RIS T 2H TN T, SRR IS XD H S
B OFEDMHERZH D,

Note: A refisal may include an implicit or silent refisal. Matters subject to a review by an
independent authority include fees, timelines, and format.

RS R, BRSO Db & END, MATHEBIIC XD A DRI LM, B B
WY b & END,

(b) The independent authority should have the competence and resources necessary to ensure an
effective review, including full access to all relevant information, even if classified.

(b) JHNZHEBIIT, T AR EF W TH-TH, TR TOREFHRA~D 27T 7 822G T, T
7R RS ERER EERE A T HETHD,

(¢c) A person should be entitled to obtain independent and effective review of all relevant issues by
a competent court or tribunal.

() N, 5L BEREIZ ST, MERDHDFHAFTOIEIE S LML LT A 207285 A 4
SHLBHEATLHLETHD,

(d) Where a court makes a ruling that withholding information is warranted, it should make publicly
available fact—specific reasons and its legal analysis in writing, except in extraordinary circumstances,
and consistent with Principle 3.

(d) BT DMEHIEP R 2GR DR A M35 6 L BCHIPTIE, Rkt bre, IR0 3 1ZRI,
HRIZHNUTARIL N ER) AT 2 F R TARNC AT TEDIONTTHRETH D,
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Part IV: Judicial Aspects of National

Security and Right to Information
BATE: EFRDREELFEEA~ORERO TR NE

Principle 27: General Judicial Oversight Principle
JRRI27: FHEICEAERIZOWTO—RIFA

(a) Invocations of national security may not be relied upon to undermine the fundamental right to a
fair trial by a competent, independent, and impartial tribunal established by law.
(@IEIZE > TED B, IR T, MALLTZ S RIEIEIC KD AR B 2 32 5 B AR 72 HER ]
(3. EFELRRENFS S Th ZHUTEKILL T DL TIE R B2,

(b) Where a public authority seeks to withhold information on the ground of national security in any
legal proceeding, a court should have the power to examine the information in determining whether
the information may be withheld. A court should not ordinarily dismiss a challenge without examining
the information.

(D) AR N E R L AR EA BRI, W DOER TS 20> T, G RO IR R AT
Bt BHIPTIZIZZ OEHMAETIAEL . FEBIRICL TRUVMNEIDEIRE T HHERN G2 b b &
ThD, FHPTTEE AFWME DT LR SRR LRI D _ETIH R,

Note: In keeping with Principle 4(d), the court should not rely on summaries or affidavits that merely
assert a need for secrecy without providing an evidentiary basis for the assertion.

PEFL : B PP S A F 2 T, BINE DL BN ED B 5 TR L 70736 D IR E 5 2 SIRAZ 6~
TUVRERGEARC B B B AT~ E TR,

(¢c) The court should ensure that a person seeking access can, to the maximum extent possible, know
and challenge the case advanced by the government for withholding the information.

(QFHFTE AF RO AF LALLM FRETH LI RIROHFPH T, BUFIZL > TR
ZDOEMOIEFITRHFHIZOWTHD, BFEH LI TONLILZRIET L& THD,

(d) A court should adjudicate the legality and propriety of a public authority’s claim and may compel
disclosure or order appropriate relief in the event of partial or full non—disclosure, including the

dismissal of charges in criminal proceedings.
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(DHEHFTIE, AR LD RO IEME R O R LPECHOWTEIEZ T N&ETHY, £D LT
TP 2050 L, 53 B U RHIZRIEBR R L722 o TG 6T SRR ISR 1T Dk X
DIz G e, WYL RFEATOZLNTED,

(e) The court should independently assess whether the public authority has properly invoked any
basis for non—disclosure; the fact of classification should not be conclusive as to the request for
non—disclosure of information. Similarly, the court should assess the nature of any harm claimed by
the public authority, its likelihood of occurrence, and the public interest in disclosure, in accordance
with the standards defined in Principle 3.

()FHIFTIE, ZARIBEBE AN E BIERA 7S (o6 U CTHR 3 2R ANE 1E TH 570> AL HZFFAT 45
NETHD, WG RICBEL T HRORE RO THHI LR E R LS T
B, [RARICECHIPTIE, AR TR T 2HFOME L HENEILFREME, L TiFma
PRZRLTCS B ORILORIGRIZOWT, JRRIBIZHE > TRl L 22 i e 7w,

Principle 28: Public Access to Judicial Processes

JRE 28 FFRAFHA~D/NT Yy 7T 7R

(a) Invocation of national security may not be relied upon to undermine the fundamental right of the
public to access judicial processes.

(QARDIFEATFRENT 7 C AT DA ZRHMERL, BHLERENF S HSN Th ZAUT KL
THRDNTIRBA,

(b) Court judgments—setting forth all of a court’s orders and including the essential findings,
evidence and legal reasoning—should be made public, except where the interest of children under
eighteen otherwise requires.

(b)HIRICIE, BHFTICE DB TOM T EMAFEL, AR I E SRR L L HERR 2 FCHL | 18
AT DT LS ORI FICHDLGE LIRS, ARSI ETHD,

Notes: International law permits no derogation on national security grounds from the obligation
to pronounce judgments publicly.

PEF : [FEIBREICLFUT, [FSR L BARIEZ PR ICF) R 5 N R T S F WS TS50
AFEnLn,

Records of juvenile court proceedings should not be made public. Records of other judicial

proceedings involving children should ordinarily redact the names and other identifying
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information of children under the age of eighteen.

DLEZE I D H Fibie DRI I LSS 1S & T/ s DD, &b DS x4 F
FEDFIERIT T, 18 AR DFE S DE FiL, T DIFENZ D873 E DMDIFFRIIEIES
NERETHS,

(c) The public’s right of access to justice should include prompt public access to (i) judicial
reasoning, (ii) information about the existence and progress of cases, (iii) written arguments
submitted to the court, (iv) court hearings and trials, and (v) evidence in court proceedings that
forms the basis of a conviction, unless a derogation of this is justified in accordance with these
Principles.

(VARMNENEZT 78 AT DT ZOMEFR]OHE/ NAATFTANCIEWIE B LS N5 B & RE,
IR RDE DSNARPBERNCT 7 EATELZ LB _XETHD, () BHNTIBITHENHER
(DE % DFEHNDIF(EE, ZORIBIZE T HFH (DEEICRNESNZERE (IEEER L5
(WECHFHE D o TH IRHTR OIRILL 72 o> 7 FEHL,

Note: International law concerning fair trial requirements allows courts to exclude all or part of
the public from a hearing for reasons of national security in a democratic society, as well as

morals, public order, the interest of the private lives of the parties, or to avoid prejudice to the
Interests of justice, provided that such restrictions are in all cases necessary and proportionate.

PEFL : 2N IE 7R DB B TS F IS L AL, ZeHIPTIT R DRI GENZIT, #2209 X 1%
TERNERREFHPONIR T S LN TES, TRPE, BT THIDNZF TS EHKLEIR
it g P« N DFESF + e D 2 F2 DFRAETT I Fo 1T SR PEH & T 3535 KITIEHIINIES
PIERPINS ZEF AT S5 Th D, /E7ELBEDSENIZI T, ZDL IR HIRITTH
NSZENTNT, TDLEDDY, HORZEDFEEITX I TOSZENRRETHS,

(d) The public should have an opportunity to contest any claim asserted by the public authority that
a restriction on public access to judicial processes is strictly necessary on national security grounds.
(DEFLERELZHB LT, DROFRFHA~DT 7 ADHIBRAME I LI LT 5, A
BRI TREDLNDHOWDD EIRITH L T, ARITIEFE P LIL TORREFTHETHD,

(e) Where a court makes a ruling as to whether a restriction on open access to judicial processes is
warranted, it should make publicly available fact—specific reasons and its legal analysis in writing,
except in extraordinary circumstances, consistent with Principle 3.

FHIFT, FRERFHE~D H B2 7T 7 B ADOHIRATKFE T D0 EDMNCHOVWTEEE FT5HE.
JERISIZAND | RFER 2RI T H D56 2 BRO T BCAFN I E IS LD S (B AR R 7R AR HLE 1EH)
I ZEARNCAFTELINTT RETHD,
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Notes: This Principle is not intended to modify a state’s existing law regarding preliminary
procedures to which the public does not ordinarily have access. It applies only when the court
process would otherwise allow public access and the attempt to deny that access is based on a claim
of national security.

PEFD ASFANE, HS[EZFIZI5175, BT AR T 2 E R TERN e FHEIS D0 THIEL T
SHITIEDEILE AL TSP TR s KFRNIE, CIUN DG G200 T, B riiL
FZL BT 2 EREFFL TEY, R OFDT 2 EREH FLLIET Bt A P EHFE L RIEEHR
UL TOBBEENZ DS, 25 THEES,

The public’s right of access to court proceedings and materials derives from the significance of
access to promoting (i) the actual and perceived fairness and impartiality of judicial proceedings; (ii)
the proper and more honest conduct of the parties; and (iii) the enhanced accuracy of public
comment.

AN FHEERFHET 2 CXTDLROMEFNIL, LU FENEHET S L TOT 7 XD EEIEIZ IR T
Bo TIRDE Wit FHRENZI1T S TR L D8 L DFFEE LAY (D 2 F &1L S0
IEH D BRI TR (N7 Y02 2 X fOFFE L,

Principle 29: Party Access to Information in Criminal Proceedings

JRAI 29: FIFFROUFFICLDFTR~DOT /A

(a) The court may not prohibit a defendant from attending his or her trial on national security
grounds.

(@QFHFTIE, S AP B HOFEHNCHIET A% EFLAREEZFE B ICU T LIRS
AR

(b) In no case should a conviction or deprivation of liberty be based on evidence that the accused has
not had an opportunity to review and refute.

(D72 28556 T S AL DWW TR, ST DR 2RV, AFRHIRE T L
720, HHRZHELIZDT & TIER0,

(c) In the interests of justice, a public authority should disclose to the defendant and the defendant’ s

counsel the charges against a person and any information necessary to ensure a fair trial, regardless

of whether the information is classified, consistent with Principles 3-6, 10, 27 and 28, including a

consideration of the public interests.

(HERIAIES D JNG ASHIRERIIH S NS NDTRENTKTL, Z DM AR TOLE
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Bl ANIERBHZHEFTATOIZO IR E R T OMODIEHZ | TeEAME RO R TH-Th,
JFRI3—6. 10, 27, 2821\, AdLDRFFEBE L. LT, AR5 THD,

(d) Where the public authority declines to disclose information necessary to ensure a fair trial, the
court should stay or dismiss the charges.

(DRIEZR B ZARTE T D7D M R IE O PR NBERE N EA 1256 . Bl PN 3R Bl A=
b FLITEREZFEH T ~ETHD,

Note: The public authorities should not rely on information to their benefit when claiming
secrecy, although they may decide to keep the information secret and suffer the consequences.
PEFL : NHETINT, G RERUNE 5528 T Z ST F a8 & F HHESERMTL THL I3, 15D
[EERDOSPFIZT DGR E LFEL DB G DI IZEEH] TS ~E TR0,

Note: Principles 29 and 30 are included in these Principles concerning public access to information
In light of the fact that judicial review, and related disclosures in the context of judicial oversight, are
often important means for public disclosure of information.

VEGE JFRI29E 305, DARIZESIFHR~D T 2R IZ T SARERID F1Z 5 Fi T BDIE, 7k
(CLStFEE, THEFEEL THZS rlEDE I Z B R E LT RIIRED, [F RN D=0 DEEE
BRFERTHSIENZ /20 THS,

Principle 30: Party Access to Information in Civil Cases
JRAI 30: REFROYFZICIDFER~DT7ER

(a) All claims of withholding of information by a public authority in a civil case should be reviewed in
a manner consistent with Principles 3-6, 10, 27 and 28, including a consideration of the public
interests.

() RFHFRITBT D, BHEINZRB DM RO IT2T, FAI3—6, 10, 27, 2810w,
NEOFREBE LT LT BESNDLIRETHD,

(b) Victims of human rights violations have a right to an effective remedy and reparation, including
public disclosure of abuses suffered. Public authorities should not withhold information material to
their claims in a manner inconsistent with this right.

(D NMERFDOHEE L, TR EFICOWVTOERARZE T, FRH2 R M OHifE 22T
DHER A%, HMETT. ZOMRNFJET DI GIET, EH O LRDOTZDIT R A R
WA EL TIRB2RN,
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(c) The public also has the right to information concerning gross human rights violations and serious

violations of international humanitarian law.

(QFIARIT, BRIRAMERERS, EERNEEOEKRRESIZE T D1E WA~ DOHEFHA T 5,
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Part V: Bodies that Oversee the

Security Sector
H55: TR A SR

Principle 31: Establishment of Independent Oversight Bodies
JRA) 31: JmsrEASRI DR E

States should establish, if they have not already done so, independent oversight bodies to oversee
security sector entities, including their operations, regulations, policies, finances, and administration.
Such oversight bodies should be institutionally, operationally, and financially independent from the
institutions they are mandated to oversee.

EZR N EZ LRI O A BT 2720 DML EERBERAZ R E L TRV 2RsIE, 2hvk
RETHNETHD, BEHRHEAITIT, REOTES) - LA - fa gt W E - B BIEE NG EhD, 208D
IRRE AR BA T BRI SRR B DI K - Y B DO T THAZL THOH & T D,

Principle 32: Unrestricted Access to Information Necessary for

Fulfillment of Mandate

JRR] 32: FEBOZERITOIDITLER, BR~DERIROT 7R

(a) Independent oversight bodies should have legally guaranteed access to all information necessary
for the fulfillment of their mandates. There should be no restrictions on this access, regardless of the
information’ s level of classification or confidentiality, upon satisfaction of reasonable security access
requirements.

(@) SZEEHIREEA NS . £ DIRB AT T D12 M R A TOFRICT 7B ATEHI LT, HEICK
STERFESNDRETHD, [HEROWENEDOL ~VZEHDLT | SRR L 2R Lo T 78 A5%
/L COduE, 77 B ASHIRZ BT 5 E TRV,

(b) Information to which oversight bodies should have access includes, but is not limited to:

(i) all records, technologies, and systems in the possession of security sector authorities,
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regardless of form or medium and whether or not they were created by that authority;
(i) physical locations, objects, and facilities; and
(iii) information held by persons whom overseers deem to be relevant for their oversight
functions.
(DEBRERE N T 7 A TELHERITITIU TOLDONREENLRETHY, LS ZHICRES L
(S
(D) ZAREH I OBBANMEAE T D508k, 77 /R0 — VAT LDORT, ZORREEM, 20
BERIIC Lo THERSNLTZ b D TH DD E DT DA,
(if) BT eSS A, i dh M % - 5 fi o
(iii) BEHAHER 5223, BE AN | B0 03 2 L HIWT L7 A DMRA L T D IE R,

(c) Any obligation of public personnel to maintain secrecy or confidentiality should not prevent them
from providing information to oversight institutions. The provision of such information should not be
considered a breach of any law or contract imposing such obligations.

(OB MEZRFFT DIIBICHLNEE N A > TNDHHDLFBIL, MO0 ~ 15 A ik
DL T HNE TR, ZOLSRERORMT, SFRFH & E D I SUTR K O
SEHILSNDRE TR,

Principle 33: Powers, Resources and Procedures Necessary to

Ensure Access to Information

JRR 33: EWMADT I ERERIET DD ITHLERHER, BIR, FhHeE

(a) Independent oversight bodies should have adequate legal powers in order to be able to access and
interpret any relevant information that they deem necessary to fulfill their mandates.
(RSZEEHEESIT, BB 2T T 5 L TR ELAREINLHHPD LB ENEMICT 7 B AR T
DTN EHEIR 5 & TH D,

(i) At a minimum, these powers should include the right to question current and former members
of the executive branch and employees and contractors of public authorities, request and
inspect relevant records, and inspect physical locations and facilities.
() LREDOHERRIZ A 72l | BAELE EDITBUNF O RK B ENHES) DOHE & K ORKIHEE 12
BRIL, BENHH08E EK R L, SO O BRI FTE ST S hi sk & 1R 223 D HEF]
EELRETHD,
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(ii) Independent oversight bodies should also be given the powers to subpoena such persons and
records and hear testimony under oath or affirmation from persons deemed to possess
information that is relevant to the fulfillment of their mandates, with the full cooperation of law
enforcement agencies, where required.

() 7N B L B G B IR U TBIIC L D+ I Db & ZHD AW
MR FLER A I T BB A ERT D L CRERERERA L T D LS A,
BED L TIEE SEOMHEREGAONHETHD,

(b) Independent oversight bodies, in handling information and compelling testimony, should take
account of, inter alia, relevant privacy laws as well as protections against self-incrimination and
other requirements of due process of law.

(b SEBE BB BT, 15 Ha LB DR ERE S 2R T2 BR2IE. B CAFRITH T HRECZ DO
D IE/RIEDFREEDNRDDGRMFLEBIT, VDT T TN —IZBTDIEFRE B EICANDLRE
ThHD,

(c) Independent oversight bodies should have access to the necessary financial, technological, and
human resources to enable them to identify, access, and analyze information that is relevant to the
effective performance of their functions.

(ISLEEHREBAIL, £ DEBORIREATICEDLIERORE, 77 A Hrae v iil T 5%
T\ B2 « B« NBY R B IRA~DT 7 R H 35 & T,

(d) The law should require security sector institutions to afford independent oversight bodies the
cooperation they need to access and interpret the information required for the fulfillment of their
functions.

(DVEIE, WS RE RSB N BB & BT T D7D I B R E WU T 7 B AU CTE DI, Bk
PEER P ORI LD W 11 & BT D RETHD,

(e) The law should require security sector institutions to make proactive and timely disclosures to
independent oversight bodies of specific categories of information that overseers have determined
are necessary for the fulfillment of their mandates. Such information should include, but not be
limited to, possible violations of the law and human rights standards.

()IEIFZZ AR MEFR P OARMEIZ R U, B E DN BB 2 R T D720 (T B L LT e iE DA
DAz BARE) H oo ML B SR ~ B R 22 L2 BT 5 & THD, ZhbdD
TEHITIE, BN OB O FIREMEIZ OV TOBE RN E T, L ZENTETIZRESLD
NETIERY,
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Principle 34: Transparency of Independent Oversight Bodies
JRE 34: BRI DZE M

A. Applicability of Access to Information Laws
BHRA~DT 7B AT B30 A AlhetE

Laws regulating the fulfillment of the public right to access information held by public authorities
should apply to security sector oversight bodies.

PHENDIRAE T DG WAT 7 AT DRROMEROAT M2 BUHI T 57513, 2 a2 OB
BB L ThiE SN &ETH D,

B. Reporting

B. #ti

(1) Independent oversight bodies should be legally required to produce periodic reports and to make
these reports publicly available. These reports should include, at a minimum, information on the
oversight body itself, including its mandate, membership, budget, performance, and activities.
(DARSZEEARBE BT EHIRYIC S E2 B L, TOMWME EL2AICAFTELICLR2T TR
R, W FITIE, DK, BERKEORBE. AR, TR, EE, TLUEBNI W TolFdz
G, AR B RIS OV TCORE NG ENHRETHD,

Note: These reports should also include information about the mandate, structure, budget, and
general activities of any security sector institution that does not, itself, make such information
publicly available.

VEFL : BREGEITIZ, 200 o EIGRELNCA F TESLINZ H 29 TILL TRV LR IR IE T
DFAFRDEE, K], TH, €L TEEBILIEENZ OV TDIFHRI G FIESNETHS,

(2) Independent oversight bodies should also provide public versions of their reports relating to
thematic and case—specific studies and investigations, and should provide as much information as
possible concerning matters of public interest, including in respect of those areas listed in Principle
10.

Q) FTMSLEEAEB T, EREZ &S O BARRIZR B 1 O o3« SIS B L 72 AR o
FHIRHETHETHY, FJRHITOICFHMIN TODFEHDE A & D7, FTRERIRVZL D, &
LDORIFRICBEDDIG Mttt 3o & THD,

(3) In their public reporting, independent oversight bodies should respect the rights of all individuals

concerned, including their right to privacy.

QGINZEEFIEE I, ABIHOHmEEDOHT T, BROOHLETOMEAD, FT7A /30— DR Z G
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LeREMER Z B H 35N E Th D,

(4) Independent oversight institutions should give the institutions subject to their oversight the
opportunity to review, in a timely manner, any reports which are to be made public in order to allow
them to raise concerns about the inclusion of material that may be classified. The final decision
regarding what should be published should rest with the oversight body itself.

(ISR HIREES 13, BEBL O R THLMBIZ R L, AFSH D MG FEZHSLNTHEAEL T, £0
HFITHEER NS TH RVIORERDREEN TVDLIEICHOW T RS E R T oHMEE2 525
RETHD, MERET DI THONERAMINRE T 2O B & TH5,

C. Outreach and Accessibility
TN —F LT 7 AR REM:

(1) The legal basis for oversight bodies, including their mandates and powers, should be publicly
available and easily accessible.

(DZDOFEHLHERE G T BEREBAOERRILT, XZAFAIRETHY KHITT 7 EAARET
HHRETHD,

(2) Independent oversight bodies should create mechanisms and facilities for people who are illiterate,
speak minority languages, or are visually or aurally impaired to access information about their work.
@ISR HE PRI IR 0, ~A /)T A —F RO AT E R H D N
B3, BB DOTEENC BT DIEHRAT 7 B A TEDT2O DT IELRIH 2R E T HXETHD,

(3) Independent oversight bodies should provide a range of freely available mechanisms through
which the public, including persons in geographically remote locations, may be facilitated in making
contact with them and, in the case of complaints handling bodies, file complaints or register
concerns.

(MSZEEARMEE T =R EA TODIEAE S T ARITH L, BB g 2 - 720, R~
AR 24K BB~ e B LA TeB &2 RIAT 5720 1 B HICHIH TE A D ik a R4t
HRNETHD,

(4) Independent oversight bodies should have mechanisms that can effectively preserve the
confidentiality of the complaints and the anonymity of the complainant.

(DMANTEEHBEBAIL. 2OV oo AR R SZOBEEEMEL B SE N DA P2 FEBR EORFF TE DT oA
Az H T HRETHD,
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Principle 35: Measures to Protect Information Handled by Security

Sector Oversight Bodies
JRE 35: Z2MREHMOERBENEOFEREIRET DD DOXR

(a) The law should require independent oversight bodies to implement all necessary measures to
protect information in their possession.

(@TEIF, MAZEEARBERE AN IR L TV DI A TR D720 [ B R e FEAT D X0 BT
HH~ETH,

(b) Legislatures should have the power to decide whether (i) members of legislative oversight
committees, and (ii) heads and members of independent, non-legislative oversight bodies should be
subject to security vetting prior to their appointment.

(DSEIERFIE, (1) SIEMICRB I 2EREZERROKE S, (2) S L7, SEEICR SO B AR
DREEEN, ZOBALIZT > T AR ELZITDNETHL) RETDHEREATHET
5,

(¢) Where security vetting is required, it should be conducted (i) in a timely manner, (ii) in
accordance with established principles, (iii) free from political bias or motivation, and (iv) whenever
possible, by an institution that is not subject to oversight by the body whose members/staff are
being vetted.

(ONRENGEESNSE . TDFEMIE O5SSHOLWEHEIC (DIELSITWDIREHIHR-
THEDBHRAREABICEMNOEEN T (W) ATRETHLHIRVIT, \WiHEZ =T 587 LT
BORTE T 2B LR ORISR TIIRWMERICE > T IThh o & THD,

(d) Subject to the Principles in Parts VI and VII, members or staff of independent oversight bodies
who disclose classified or otherwise confidential material outside of the body’s ordinary reporting
mechanisms should be subject to appropriate administrative, civil, or criminal proceedings.

(DF6, 7TEPOJFEANIIE Y MLEEHEBI O Rl B E 2 BEE R WO OREREHA, €
DRI L DA DT DI E O DOI THIRLIZE G £ DO AWITATEL, BREF, HHED, 5
eIBURY U st A DR AN DR AU B AN YA A

Principle 36: Authority of the Legislature to Make Information
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Public
JFRAIS6: SIERBE TS, 1EHRAOHER

The legislature should have the power to disclose any information to the public, including
information which the executive branch claims the right to withhold on national security grounds, if it
deems it appropriate to do so according to procedures that it should establish.

SEIERFIE ATBOR A E R L2 2R BEE PR IS E ORI 2 EiR T2 REE LHOWDIEHRE . £
DT HTENMELHWT LIS B I, SLENAHIE 2 Fhe S 12> T ARICBIR T O R %
A3 &ETHD,
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Part VI: Public Interest Disclosures by

Public Personnel
FOE  ANBBMRE I L AARRBIBER

Principle 37: Categories of Wrongdoing
JRA) 37: RIEFT4

Disclosure by public personnel of information, regardless of its classification, which shows
wrongdoing that falls into one of the following categories should be considered to be a “protected
disclosure” if it complies with the conditions set forth in Principles 38—40. A protected disclosure
may pertain to wrongdoing that has occurred, is occurring, or is likely to occur.

N BRE L DG MBI R, IICHIT 20 OWNT IS TR EAT A2 R &&, Hik
T OB TR E DV AZEDET | JFRIBSGFAI40ETIZE D D &MHATM T2 HEIZRB N T,
(MRFESNTZBIR | THLEHRENDHNETHD, RFESNBRIE, BED, BHED L OTF RS
MDA IEAT 2SN D,

(a) criminal offenses;

(b) human rights violations;

(¢) international humanitarian law violations;

(d) corruption;

(e) dangers to public health and safety;

(f) dangers to the environment;

(g) abuse of public office;

(h) miscarriages of justice;

(i) mismanagement or waste of resources;

(j) retaliation for disclosure of any of the above listed categories of wrongdoing; and
(k) deliberate concealment of any matter falling into one of the above categories.
(a) JHEALR

(b) AHEIRTE

(0) EBRANIEEER

(d) 7758
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(e) ABAELNILD LR D IER

(O BREEICHT DR

(g) HaehtEds H)

(h) #458

() RO AR B 70 B TR

() ZOHFFDONTNDNIEL S T HRIEIT A O BRI R T DM H &
(k) ZOHFEDNT TS T HHEHD B B2 bRk

Principle 38: Grounds, Motivation, and Proof for Disclosures of

Information Showing Wrongdoing

JRA 38: RIEAT# 2N RO H | B & UFER

(a) The law should protect from retaliation, as defined in Principle 41, public personnel who make
disclosures of information showing wrongdoing, regardless of whether the information is classified or
otherwise confidential, so long as, at the time of the disclosure:

(@IEMRIE, RNIEAT #2231 MBI R A TO N B E 2 M IE MO SUTZ O O FLIE 1
MTHLINEIDTEDOT | IEMIH R DORE R TIRDO SR 2T TODHERY, JRAI41TED 5
EHEDPDIRETDRETHD,

(i) the person making the disclosure had reasonable grounds to believe that the information
disclosed tends to show wrongdoing that falls within one of the categories set out in Principle 37;
and
THEWMBREATOE S T DIFERPFATTED D EDNT NNIE S TORNEAT 2R
ZLIZETHLETHHE R MA AL TERY, B2,

(i) the disclosure complies with the conditions set forth in Principles 38—40.

BEAHEROB RN, R38BT A40FE TIZED 25625 L TD,

(b) The motivation for a protected disclosure is irrelevant except where the disclosure is proven to be

knowingly untrue.

(DPRFESNB/ROBIREIT, MURIZRB O RIMTOIIZLIEA SN DG A 2 fRE . b/,

(c) A person making a protected disclosure should not be required to produce supporting evidence or

bear the burden of proof in relation to the disclosure.

(OPRFESNTZBAREATOE 1L, MR PIREILOTE R Z BRI HRETIERL, Ao, fFHBARICE
71



MARTEFOR —EFAMEIEF 21T O TN H 0 £4

FHAEP T A RS NB XTI,

Principle 39: Procedures for Making and Responding to Protected

Disclosures Internally or to Oversight Bodies

JRAI 39 MR EIZ B W T UIBE R I L CTIThNARESN-BIROFHRE X
WNZED%

A. Internal Disclosures

KERRPIER IZ 1T DR HRBATR

The law should require public authorities to establish internal procedures and designate persons to
receive protected disclosures.

BIE, BN DMRESNPIROZ DT ONERFHRe S AL, Ha%IE MR OZ BHE S EH AR
LT DIOBHT HRETHD,

B. Disclosures to Independent Oversight Bodies

A SEEE RSB 3 A BB R

(1) States should also establish or identify independent bodies to receive and investigate
protected disclosures. Such bodies should be institutionally and operationally independent from
the security sector and other authorities from which disclosures may be made, including the
executive branch.

(DENE, PRESN- PR Z B L OFRE T DML OB 2 ik B U TFRE T & TH D,
ORI, AR EET . KO DORENLIRPMTOND ATBINZ & Te L O 4 )5
Db AR B R ONEE FINLL TWHRETHD,

(2) Public personnel should be authorized to make protected disclosures to independent
oversight bodies or to another body competent to investigate the matter without first having to
make the disclosure internally.

QB BRE 1L, AN COBIRZ RO B2 Z &7 ML BB TR 4D
FEMHEIRAAT T DA ORI L PRSI BN ZATOMEIRZ A G- SN D & THD,

(3) The law should guarantee that independent oversight bodies have access to all relevant
information and afford them the necessary investigatory powers to ensure this access. Such
powers should include subpoena powers and the power to require that testimony is given under
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oath or affirmation.

IEAT MSZEEARMEES L, B3 5T X TERA~DT 7 B RERGEL . 77 B ADHENR
(LB HAEMER AT B 2 &ETH D, ZOMERITIL, HAWHER & OVEZE UK D T Iz
Ak S ZRa R T OMERDBE ENONETHD,

Obligations of Internal Bodies and Independent Oversight Bodies Receiving Disclosures

TRMmBRA R 2 E 4 DB & OSSR B D &R %5

If a person makes a protected disclosure, as defined in Principle 37, internally or to an independent

oversight body, the body receiving the disclosure should be obliged to:
JRHI3T CER T HIRES N BRIV T UM BB B I ok L i T o=

AN
=

 ZOBREZ BT OB, ICBIT 2R BRI NETHD,

(1) investigate the alleged wrongdoing and take prompt measures with a view to resolving the
matters in a legally—specified period of time, or, after having consulted the person who made the
disclosure, to refer it to a body that is authorized and competent to investigate;

(DB COBHST=ANEITAZHEL, EHEICED LN NIRRT 52 % Hig
LTl EZ LD, XU, BIREAT o7 B L O W28 T A OMEIREE S 24
TORBNC R AFET D,

(2) protect the identity of public personnel who seek to make confidential submissions;
anonymous submissions should be considered on their merits;
QWE ITE BIRMIAITO e M ETHAFERE T OV TE, ZOE AN ESHRNED
(29 %, EAEEIE, TOHY BREZRFSNLEETHD,

(3) protect the information disclosed and the fact that a disclosure has been made except to the
extent that further disclosure of the information is necessary to remedy the wrongdoing; and
GBIRESNIIFR KL OB RSNV FRERET D, 127120 REATR/ZIETT20ICEH72
DI WBAR DB G B2 1T T DR TR,

(4) notify the person making the disclosure of the progress and completion of an investigation
and, as far as possible, the steps taken or recommendations made.
DFEHRBAREATOE IS LT, HEDOEBR UL O T O EZ@ML, HOREERRY, FEC
LIVHFE IR 2OV TEIT 5,

Principle 40: Protection of Public Disclosures
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JFRI40: ARICHTT D WMBA R ORE

The law should protect from retaliation, as defined in Principle 41, disclosures to the public of
information concerning wrongdoing as defined in Principle 37, if the disclosure meets the following
criteria:

B RARBT CER T DN IEAT IS BT DI MO ARITH T OB 2 IRICH S D2 2 T-
THAICBO T, JFAMI TER T OMEH BN OIRET LS THD,

(a) (1) The person made a disclosure of the same or substantially similar information internally
and/or to an independent oversight body and:

(@) (DTEHBARZEATST2E D, [Fl— O XU YAl DS A AR N RN B AR D U6
B3, BHOVNTZ DM IR L THRLTERY, B,

(i) the body to which the disclosure was made refused or failed to investigate the disclosure
effectively, in accordance with applicable international standards; or

DIF MR RAZBELIARBE 2N SN D NEBUEICRIY | BRSOz i L
T- e XTA R 2 IR 220> T35 6 X3,

(ii) the person did not receive a reasonable and appropriate outcome within a reasonable and
legally—defined period of time.
(DBREAT T2 N, GEN E SR CED LN, &2 2w 7e il 4

iehoiei .

BN

(2) The person reasonably believed that there was a significant risk that making the disclosure
internally and/or to an independent oversight body would have resulted in the destruction or
concealment of evidence, interference with a witness, or retaliation against the person or a third
party;

QBITREAT 123805, AR R SIS BERBERE D & B 570 DV NTL DM T3 215 B
RIS REBLORIE ST REIRT  RENISHRS 321558 | JUIBARZAT ST AN ST =TT
LW EEM<SB NP A HL LGB UIEE.

BN

(3) There was no established internal body or independent oversight body to which a disclosure

could have been made;

(3T BRI D56k G2 & UAF D BEAF D PR S 3ANZ AR BE B M FAEL TR T35 6
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BN

(4) The disclosure related to an act or omission that constituted a serious and imminent risk of
danger to the life, health, and safety of persons, or to the environment.

(DBA7RSIVI G, NDAfn | M OV B I BRBE 2 fERICSHd . IRA A >8haL -
fERDBHHVER IIAER BT 256

AND

(b) The person making the disclosure only disclosed the amount of information that was reasonably
necessary to bring to light the wrongdoing;

(DB RZATHFE DY, RIEATRZAGNNIT 572D A BREY H D BR8P I BRE L7z IF A B R
LT 5%A,

Note: If; in the process of disclosing information showing wrongdoing, a person also discloses
documents that are not relevant to showing wrongdoing, the person should nonetheless be
protected from retaliation unless the harm from disclosure outweighs any public interest in
disclosure.

PEGE AN IETT 2% 87 TG PR ICBRL T, B 7T 98 23T IETT 2% D8R E MR R B
FRLIESGE Too T, TDEIL, TDIFHRDIRIZLSIBF PRI S 7RSS L HeD
P IC0 FSS LG5 THR T, RIEIED SRS NE TS,

AND

(¢c) The person making the disclosure reasonably believed that the public interest in having the
information revealed outweighed any harm to the public interest that would result from disclosure.
(EMBIRZATOE D, HWME AT HZLIZEDAILDORIZED | BIRICEDVDVRDBFEICH ES
Le, BEMIETSS 6.

Note: The ‘reasonably believed” test is a mixed objective—subjective test. The person must
actually have held the belief (subjectively), and it must have been reasonable for him or her to
have done so (objectively). If contested, the person may need to defend the reasonableness of
his or her belief and it is ultimately for an independent court or tribunal to determine whether
this test has been satisfied so as to qualify the disclosure for protection.

TEGE . TEFEHIICIG T8 EDFHEL, THEFBIOWELIEHETHE, HZH 1T, FETDE
FIFCTEV (TR, 15T EZEITZDEIZE > TELEH) TRITIITR 620 (K5, i
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EHLLTONEG G, TDE LG TS EDEFEIZON TR SLEIZHEN IS, €D
L FENF D32 A 2l AR FESIVIE PR Ead iE XIS 7 DFIBI%, A& HI1Z 1T
WL IEFANPT RITIEEIZZE 125415,

Principle 41: Protection against Retaliation for Making Disclosures

of Information Showing Wrongdoing

JFAI 41 RNEATH/EZRTEROBRRIT T 2MEHEILDORE

A. Immunity from Civil and Criminal Liability for Protected Disclosures

AAREINT-FERORE FROFIE LOFFEORER

A person who has made a disclosure, in accordance with Principles 37—40, should not be subject to:

JFRIB7TB I AI40E TIZRIVIE BT Z1THOE 1T, RIS T D FHORRLINDRE TR,

(1) Criminal proceedings, including but not limited to prosecution for the disclosure of classified or
otherwise confidential information; or

(DI ERRER, B85 ST DO FENF RO ZFE AT DB A Loy, ZROICRESIR,

(2) Civil proceedings related to the disclosure of classified or otherwise confidential information,
including but not limited to attempts to claim damages and defamation proceedings.

(85 ST Z DO TS H D BRI T2 RFavaL, HEREF RL O EBREELHR LT
DEIFEAE BT, ZIUDITRES IR,

B. Prohibition of Other Forms of Retaliation
B.#OMOMBIERE DXL E

(1) The law should prohibit retaliation against any person who has made, is suspected to have made,
or may make a disclosure in accordance with Principles 37—40.

(DIEE, JRRIBT/BIF 40 ETICAIVIE MBI R 21T o 72, AT oTe bbb s, UFTH W REMED H
DENH T OMEIHEL LT HNETHD,

(2) Prohibited forms of retaliation include, but are not limited to, the following:

QSN OMEHEITROFHE G TN, ZNBIZRESHRW,

(a) Administrative measures or punishments, including but not limited to: letters of reprimand,

retaliatory investigations, demotion, transfer, reassignment of duties, failure to promote,
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termination of employment, actions likely or intended to damage a person’s reputation, or
suspension or revocation of a security clearance;

(ATBALSy SULET A, B, AR A, Ak, 588, infE, FED RED | fRjE, L5
Dtz iz 5 BB LI ATRENED HH1T 2% . XITE BAGEE AT D FEL 102 LT TH
Lagiens, ZRBIZIRESHAR,

(b) Physical or emotional harm or harassment; or

(b) BRI L IFAEIHAYZR G E I NT AR,

(c) Threats of any of the above.
(ZNBFEEHOWT NDEHE,

(3) Action taken against individuals other than the person making the disclosure may, in certain
circumstances, constitute prohibited retaliation.
OIEHRBAREITHIE LSO Z R RELTAT AL RO WIZLY, 2R IEEN A2 MEHEICE F
%,

C. Investigation of Retaliation by an Independent Oversight Body and Judicial Authorities

C. S EEARMERE R OVFIEY BICLs, EHREORE

(1) Any person should have the right to report to an independent oversight body and/or to a
judicial authority any measure of retaliation, or the threat of retaliation, in relation to protected
disclosures.

(DTS PRESNBARIZE T 2H DM HIE XITZ DF BT OV T, AL EE AR &
FEYROEBHNN, XATE O B EH T DHERZRESNDRETHD,

(2) Independent oversight bodies should be required to investigate a reported retaliation or
threat of retaliation. Such bodies should also have the ability to launch investigations in the
absence of a report of retaliation.

)M SZRE SRR L S 7o I T2 OB DWW CRA LT iU e b2y, Y
AZHEBIE, AR E OB R TY, HEZFMG T OMEREMT HSNHETHD,

(3) Independent oversight bodies should be given the powers and resources to investigate
effectively any claimed retaliation, including the powers to subpoena persons and records and
hear testimony under oath or affirmation.

(3)RANZ R ARBE BT, RGE OO M R M OVRLR O BR R 3 SRAE L M DN B IR D T IZAE
SaTHRTOMHREZ O, FLLTONHLWPLMIEHEIZBEL TH R & x i3 572
D ORI NZE P H-INDRETHD,
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(4) Independent oversight bodies should make every effort to ensure that proceedings
concerning asserted retaliation are fair and in accordance with due process standards.

(DML EEHE BT, B A DN HAE T E I B DIERY Fhe S A IE H otk O Fie 12
Rl TITONDZ L EIZT D20 HOPDLE N ~EThHD,

(5) Independent oversight bodies should have the authority to require the public authority
concerned to take remedial or restorative measures, including but not limited to reinstatement;
reassignment; and/or the payment of legal fees, other reasonable costs, back pay and related
benefits, travel expenses, and/or compensatory damages.

(G)MSZRGARBEREI, BIFR I DARIBEBIIXI L & IR B SUTE TR E 21T o DR Z AT
Hano~&EThHD, ZNOHORFEICIE, 1k, BAE, WIS/ FHLLIL, IENFEORE, €0
O B2 E . RIDVO B KL OE G EME ., O/ TR ERE O NEEND
D ZIBIZRES RN,

(6) Independent oversight bodies should also have the authority to enjoin a public authority from

taking retaliatory measures.

(O) SRR, ARIBKB I CMEH B ZE T OMEIRE A TS TH D,

(7) Such bodies should complete their investigation into reported retaliation within a reasonable
and legally—defined period of time.

(T)4FEHE AL, WS N- R E ICB T 2 A2 & BERY B O IEHR TED LIV SIS
ST T HREThHD,

(8) Such bodies should notify relevant persons of at least the completion of an investigation and,
as far as possible, the steps taken or recommendations made;

(8) Y%L, BIFDOBIRE XL T, Dl &biE D T AL, BH-OmEERRY ., fEl
LNHTE S TONIAEE 2@ T o & ThD,

(9) Persons may also appeal a determination that actions in response to the disclosure do not
constitute retaliation, or the remedial or restorative measures, of the independent oversight
body to a judicial authority.

D E/PARRE 1T, TEMBHR TR 21T 2 D3 HAEAT 247 L<ITRPF R E SO TRB EH E I H 72D
RN T DN GRS R OV EIZ DWW T, FNEY IR LT CAOMERIEZH 35,

D. Burden of Proof
D. (EFHEME

If a public authority takes any action adverse to any person, the authority bears the burden of

78



MARTEFOR —EFAMEIEF 21T O TN H 0 £4

demonstrating that the action was unrelated to the disclosure.
INHIREBA M NIZRI L TTHIMT OO AT Z SO TIT 22T o726 Mk nIB T,
DT AN Y% E R R SRR CHAH LR T BT E A,

E. No Waiver of Rights and Remedies
E. R R OB REOBEDOERE

The rights and remedies provided for under Principles 3740 may not be waived or limited by any
agreement, policy, form or condition of employment, including by any pre—dispute arbitration
agreement. Any attempt to waive or limit these rights and remedies should be considered void.
JRRISTAB I ANA0E TITE D 7o HERM S OV IER BT, WD B 7, MR M RE U3 4%
fF, B LT PP ERITEA L TUTON D G EIZL ST EEXUIHI RS TIRBR20, Zhb
DHER) S OO B A BEE XA THIRSE VD 7R 0B b R L B IR SN D RETH D,

Principle 42: Encouraging and Facilitating Protected Disclosures

JRA 42 RSN T-BIR ORI ONTEHE

States should encourage public officials to make protected disclosures. In order to facilitate such
disclosures, states should require all public authorities to issue guidelines that give effect to
Principles 37-42.

E 1%, A5 BIRE D IRES NI BIRZITO IO EIE T o EThH D, IRESIBRREIEET S
72 EFRTETORMEINIFL, JRABTABIFA40 LTI N 2 5 2 3 2 BAMSELRET
D,

Note: Such guidelines should provide, at a minimum: (1) advice regarding the rights and/or
responsibilities to disclose wrongdoing; (2) the types of information that should or may be disclosed;
(3) required procedures for making such disclosures; and (4) protections provided for by law.

TEF: %2 T SIEENL, RAMCRK DFIHEHIE T S NETDHD, (D IETTREHR T SHEFIL
N RNLEFIEIZ TS E . QRIS NER IR I TLVFR DK, (BN TS
PR FREE, W N, (DUAFICL S IR,

Principle 43: Public Interest Defence for Public Personnel
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JREIA3 : ABEBURE DT~ DAL R

(a) Whenever public personnel may be subject to criminal or civil proceedings, or administrative
sanctions, relating to their having made a disclosure of information not otherwise protected under
these Principles, the law should provide a public interest defense if the public interest in disclosure
of the information in question outweighs the public interest in non—disclosure.

(@) ABRARE DS . ARFANC LD B BT RFES R WG SRR AT o 72 2812 kD HIEEFREA 1<
(T EEFREL U TBUL Sy ORI G Lo Ty BT BREBIRICE D NI ORI IER /R IZ &
LRILORIFIZESDIRY | AIEHIRELIRIET HETH D,

Note: This Principle applies to all disclosures of information that are not already protected either
because the information does not fall into one of the categories outlined in Principle 37 or the
disclosure contains information that falls into one of the categories outlined in Frinciple 37 but
was not made In accordance with the procedures outlined in Principles 35—40.

77l : SDWRNE, RS [T RN T THE IS D T FUZ B 225 LRV eI,
KIZJFRNI7 THUE XIS G FADN TIN5 2 T SIFHRP 5Z Ei T DIFERI3875 7740
FCITHUE SIS FHEEIZANS Z < BIREE/E01Z, (RESH TOVRN T N TDIFHR T
IZH TS,

(b) In deciding whether the public interest in disclosure outweighs the public interest in
non—disclosure, prosecutorial and judicial authorities should consider:

(D)1 BRI LD A FLDOFIRE DSIEBA R IT L DAL DOFIEIZ ES DN ORI T, ET
K OVEHES RITROFHERG o ~ETHD,

(i) whether the extent of the disclosure was reasonably necessary to disclose the information of

public interest;

DB/ RORREED | NISTHF MO B R D2 A BRHNC L B L TH L ED,

(i) the extent and risk of harm to the public interest caused by the disclosure;

(i) M 5% BA R D35 | S Z LT AL ORZE DR F OFLEE K O DA RENE,

(iii) whether the person had reasonable grounds to believe that the disclosure would be in the

public interest;

GDBARZITHOE D, YL R B A IEORIZR I LE TG BB A2 A/ L TOEhE D,

(iv) whether the person attempted to make a protected disclosure through internal procedures

and/or to an independent oversight body, and/or to the public, in compliance with the

procedures outlined in Principles 38—40; and

(WVIBIRZITOE D RIS BA40 THRES D Fhe=IZRID . Wil Fhez@ml T, LY/
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I EEHRE R LT RO UTARITK LT RESIVB R AT T2 E D7,

(v) the existence of exigent circumstances justifying the disclosure.

(WIE PR 2 B4 b R0l LIDR Lo A 8,

Note: Any law providing criminal penalties for the unauthorized disclosure of information should be
consistent with Principle 46(b). This Principle is not intended to limit any freedom of expression

rights already available to public personnel or any of the protections granted under Principles 37-42

or 46.

T : BEFE IR D [T R 1251 TS FAZ] 5 TS5 50D 5157 1E, JFRAI16(b)E— BT The<
THIREZRY , CDJANT, DFEBIFE DEEICH L T BHEDSHETID [ H, XIZIER370°5 07

H425 OV RIA61Z L DIRFES 155 HD B IRAEZHIIRT S8 D TILR,
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Part VII: Limits on Measures to
Sanction or Restrain the Disclosure of

Information to the Public
HTER A~ DI TR T I AT 2 DR

Principle 44: Protection against Penalties for Good Faith,

Reasonable Disclosure by Information Officers

JRRAI 44: BFEEOEFNAE BB T oo B2 ERETE I T 5 F LDk
=

Persons with responsibility for responding to requests for information from the public should not be
sanctioned for releasing information that they reasonably and in good faith believed could be
disclosed pursuant to law.

M ERMNODIEHRFHRIISCOEENHDHE L, SR H -
Rz SR 28Tl THlEE 32 1T 2 _&E TIEa0,

Wk

PRI EIES THRRLYIDEE R T

Principle 45: Penalties for Destruction of, or Refusal to Disclose,

Information

JFH) 45: BMOBEER OBREER I HALE]

(a) Public personnel should be subject to penalties for wilfully destroying or tampering with
information with the intent to deny the public access to it.

@QABRBRE L, TREE BT 7 ERALSERVER AL T SMEICEREZEELVES A
L2 BIZiE, BEISh D& THD,

(b) If a court or independent body has ordered information to be disclosed, and the information is not

disclosed within a reasonable time, the official and/or public authority responsible for the
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non—disclosure should be subject to appropriate sanctions, unless an appeal is filed in accordance
with procedures set forth in law.

(DFHFT R =ZFH BB Lo THE MBI R M B HE 72 & 21T, M WA & BRI BN
BRI T g G IEDE D T- TRl e > THALDE ZSNRWRY | ZDIFHMIEFI RO ET:
H M O/ AT EFEAHIBEBIE, ARIS DILEN &2 21T B~ & ThD,

Principle 46: Limitations on Criminal Penalties for the Disclosure of

Information by Public Personnel

JRAI 46: ABEHREICLDERBR IS HHEIDREE

(a) The public disclosure by public personnel of information, even if not protected by Part VI, should
not be subject to criminal penalties, although it may be subject to administrative sanctions, such as
loss of security clearance or even job termination.

() 5 B E I LD AR IR 13, SO EIC L > TIRES IRV B Th->Th, HIF L E DXt 5L
SNDHRETEZRW, Ll B BERFF T 2 BRI S0 | el &2 T 7o & -T2 ATE b
Dfi|FZZ T D LITHVFD,

(b) If the law nevertheless imposes criminal penalties for the unauthorized disclosure of information
to the public or to persons with the intent that the information will be made public the following
conditions should apply:

(DZIUTHD DT TFHREAIZTHEM T, AT 2GRSOl NI e ik
DATAIR L COERIC L THIEI A BE SN TODS A I8 W T, AT OS2 EH S5~
EThS:

=

(i) Criminal penalties should apply only to the disclosure of narrow categories of information that
are clearly set forth in law;

(DI FEN T IEBIC IS E D DIV T SN MO BBED RIIRESNDHNETH
Do

Note: If national law provides for categories of information the disclosure of which could be
subject to criminal penalties they should be similar to the following in terms of specificity and
Impact on national security: technological data about nuclear weapons; intelligence sources,

codes and methods; diplomatic codes, identities of covert agents; and intellectual property in
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which the government has an ownership interest and knowledge of which could harm national
security.

PEGL : BN 9 FUITFZT DX RIZ 2 VIS (G IR 7V — DB REITIE D I TS5 5, [HXK
LLIRIEIZ G2 SFFINEEFEEET) DALT, LA T EIAFEE TRITIULILR O, g5 IZ T
SEMTT =5, [FHIR, IE 5 [FHRIREE L LN AT 5 FEHRHRE DG L NGHR, BT
FEZ 1T DHIIHIPE T, CEHHNDZE TEK DL P ZXNE JREIEDH S D,

(i) The disclosure should pose a real and identifiable risk of causing significant harm;
(IZFDFFEICL>T, BERLEFEL SIS T I H O E ATRERU A D372 T 7 b7
AN

(iii) Any criminal penalty, as set forth in law and as applied, should be proportional to the harm
caused; and

(IEACHE S, WA SHDFENL, 1§ MR L TSRS EEFITHISLS
DTRSTUFRBe; £ LT

(iv) The person should be able to raise the public interest defence, as outlined in Principle 43.
(V) LA BT, EREZ2 BB LIk TELAA ORI GR IR I 2 # %, A
A3 TR E A RLTZLDIT, SRODDZENTEXHREXTHD,

Principle 47: Protection against Sanctions for the Possession and
Dissemination of Classified Information by Persons Who Are Not

Public Personnel

JFRRI47: AEBUSNOEIZLOBEFBRORA R OWAR A Dl E b DR#

(a) A person who is not a public servant may not be sanctioned for the receipt, possession, or

disclosure to the public of classified information.

() Bs AUA DL BRETT MO, RA SUTARA~OREE LT, HlEzz 720,

(b) A person who is not a public servant may not be subject to charges for conspiracy or other crimes
based on the fact of having sought and obtained the information.
b)YABBUSNDOEIL, FHRERDIZDAF LI LT LW F LB H T, G2 DO S THf
IBENHNETEZRVY,
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Note: This Frinciple intends to prevent the criminal prosecution for the acquisition or
reproduction of the information. However, this Principle is not intended to preclude the
prosecution of a person for other crimes, such as burglary or blackmail, committed in the course
of seeking or obtaining the information.

7Ead : COPRANE, NFERDA FRILEFIZX TSI F b E ik 5522 AHIICL TS,
LPLIZRDE, ZDJTRNITZEDMDIITE, 7eE2ITIGTREIFHK KIFAF T BidFE TOFERA
RUMG DS DRI ITED B a A HIE T 58 D TR,

Note: Third party disclosures operate as an important corrective for pervasive over—classification.

P B = R BICL SR I%, i E DRI DB 2 IE T E 0 D BRI RFNZRIET,

Principle 48: Protection of Sources

JRRN48: fFHRIROIRE

No person who is not a public servant should be compelled to reveal a confidential source or
unpublished materials in an investigation concerning unauthorized disclosure of information to the
press or public.

NHETRWEL, AROFF RIS TIAT 47 UTARITH U T To T IE BB R DI
DI RUIZBN T, B OIFHIR S ARSIV TORWE R Z BT T2 8 SN D R ETIHR 0,

Note: This Principle reféers only to investigations concerning unauthorized disclosure of information,

not to other crimes.
PE: ZOSFRNIE, DO A E 1S I o /B E R B D IROF I OB, Z
DIDIIZTEIZ 1T 7200,

Principle 49: Prior Restraint

JFRI49: FRTOH|R

(a) Prior restraints against publication in the interest of protecting national security should be
prohibited.
(DEZRDOLZL2ERHET HIDITARZERNCHIRET 52 81E, 2SN HRETHD,

Note: Prior restraints are orders by judicial or other state bodies banning the publication of specific
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material already in the possession of a person who is not a public servant.
Ml FRIOFREIT, 51052 P DM DEFEFRERGIC L > T FEhsm 5 T KNFER LS DE
PRI TIZIRE T B, FFEDEF DL FZEI T 58D THD,

(b) If information has been made generally available to the public, by whatever means, whether or not
lawful, any effort to try to stop further publication of the information in the form in which it already is
in the public domain is presumptively invalid.

(b) EDIH7HETHI, AIEBTHLNENIREDOLT | HDOEHA — AT RN DZ LN
AREIZZR > TVDIH AT, ZOFEA T TICTH RESITIFET DB TO, Tl EOAFRE
IELES EF DUV 0BG I N EHEES LD,

Note: “Generally available” is understood to mean that the information has been sufficiently
widely disseminated that there are no practical measures that could be taken that would keep
the information secret.

PEGE [ —ARAN 1D ZEAYATHE | 1%, E DGR DL FNZ AN EN TEY, € DIFHR
BEIZL TISEZIHI L T IED3700  F2 BT SEPEES IS,
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Part VIII: Concluding principle
8T 5 O

Principle 50: Relation of these Principles to Other Standards
JRAI 50: AR AhDEREL DR E

Nothing in these Principles should be interpreted as restricting or limiting any right to information
recognized under international, regional or national law or standards, or any provisions of national or
international law that would provide greater protection for disclosures of information by public
personnel or others.

AR, ABBEREZ OMICIDIEROBRITHS ULV IR ) 22 ki 4 B D T [EBR s sl
L B L IEEWNESUIEBIEDO KB L TERRBS NI R A~ DUV R DR 26 |
BRAE - Hl MR 2 D LFIRS N D& TITZRU,
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Annex A: Partner Organizations
ek A /X—bMF—ERS

The following 22 organizations contributed substantially to the drafting of the Principles, and are
committed to working to disseminate, publicize, and help implement them. After the name of each
organization is the city, if any, in which it is headquartered and the country or region in which it

works. Organizations that undertake substantial work in three or more regions are listed as
“global.”

LI D220 MR PAIRAIOR EICFERNC T E L, £ O K, IR, L OWEITOEICH )&
RETERZR T, FEEDAFRO%RITIE, AEOFHERS T (OB EDbHD) &
Z OHAPTEE) 32 ELHIR A TS TV D, SHUR UL B2 7> TEREEIL TWHEIRIIET 7=
—/ VL LR D,

- Africa Freedom of Information Centre (Kampala/Africa);
TIVRERO BB H— (DT /T 7V7)
- African Policing Civilian Oversight Forum (APCOF) (Cape Town/Africa)
T 7V LG T REE T +—7 5 (APCOF) (5 —7"%72 /7 7V7)
- Alianza Regional por la Libre Expresion e Informacion (Americas)
FHOH A ETFROTZOORIBGE S (FIET AUD)
- Amnesty International (London/ global);
T BRAT A A B —Fat L (arRy/Ta—s30)
- Article 19, the Global Campaign for Free Expression (London/global);

T =T 47V 19- BHABRFROTZOD T a— )Xy R_R—r (aRy /7 a—3)L)

- Asian Forum for Human Rights and Development (Forum Asia) (Bangkok/Asia);
TIOT M T A —T L (TA—TLTT) (Noayz/ 7o)

2 In addition, Aidan Wills and Benjamin Buckland, of the Geneva Centre for Democratic Control of the Armed Forces (DCAF) but not
affiliated with any of the partner organizations, also made especially significant contributions to Part V. on Oversight Bodies and Part VI.
on Public Interest Disclosures, as well as to the Principles as a whole.
LFROR= I —HBICHTR L T3, RO REMRH O DV 2R —T B Z—=DTA XL U gNRER DRI N )T
UROZELMF LR TUIRBARY, 2T, ZORRIRAERICOW T EBL 7223, SEDEEHIBEBI D E 5y L6 DA HIBE R OE 43I
Bl BRIk E R LT,
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- Center for National Security Studies (Washington, D.C./Americas);
[E w2 2R 22— (Vv hy DC/mMALT AU H)

- Central European University (Budapest/Europe);

g —my /SR (T SRR/ BN

- Centre for Applied Legal Studies (CALS), Wits University (Johannesburg/South Africa);

UV KT SRIEF R 2 — (CALS) (3ARART VT /FET7VH)

- Centre for European Constitutionalization and Security (CECS), University of Copenhagen
(Copenhagen/ Europe);

RN REE BRNNLE - e R 2 — (CECS)  (TXu—27 /BRN)

- Centre for Human Rights, University of Pretoria (Pretoria/ Africa);

TUVNTRFE AMERZ— (TVNIT/T7V5)

- Centre for Law & Democracy (Halifax/ global);

hBeTEIT70— RH— (NIT7IR/ T a—r3)L)

- Centre for Peace and Development Initiatives (Islamabad/ Pakistan);

SREBIRA =S T T4 T R A — (A AT /N—=R/F AL )

+ Centre for Studies on Freedom of Expression and Access to Information (CELE), Palermo

University School of Law (Buenos Aires/ Argentina);

PRIV REBFIESES RO H B EERA~DOT 7 A 5E2 % — (CELE) (7= /AT AL A/
TINETF V)

- Commonwealth Human Rights Initiative (New Delhi/ Commonwealth);

FOEILANMEA =T T T 4T (=ma—T U—/FLE )

- Egyptian Initiative for Personal Rights (Cairo/ Egypt);
T MEANDWHERIA =TT 47 (IAm/=P7h),

- Institute for Defence, Security and Peace Studies (Jakarta/ Indonesia);
it 2 LR PR PR IERT (P ANZ /AR T) |

- Institute for Security Studies (Pretoria/ Africa);

LARPREIEET (FVRIT /T V)

- International Commission of Jurists (Geneva/ global);
ERERF LRSS (Vaxrx—7/7a—30)

- National Security Archive (Washington DC/ global);
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TAVHERLEERET — AT (T DC/Za—3)L)

- Open Democracy Advice Centre (Cape Town/ Southern Africa); and
T =T TR TG — T RNAA RS — (=T HT /FT7VH) .

- Open Society Justice Initiative (New York/ global).
T =TIV T DX AT A AAZST T AT (Zma—=—7 /T a—r3)L),
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“The Principles are a major contribution to the right of access to information and the right to truth
concerning human rights violations, and I believe they should be adopted by the Human Rights
Council. All states should reflect these Principles in their interpretations of national security law.”
Frank La Rue, United Nations Special Rapporteur on the Right to Freedom of Opinion and
Expression

IRIFANE, G BUST 7 B AT DM e MR TIPS D HE T T ORISR ES T 59751
DT, FE, EHAHERES Lo TRFAIDRIREN O NETELE 2D, ETOED, EFELZ 2
TRBEIZBE T D ENIE ORISR & SRS E DN ETH D, |

— FZr7F V= SambdRIO B B ORI BT D E R R

“My office welcomes the Tshwane Principles as the appropriate balance to ensure state capacity to
protect security and the protection of individual freedoms.”

Catalina Botero, OAS Special Rapporteur on Freedom of Expression and Access to Information

MY BT, REREDTZODEZE DN LA D H HOLR# L ORI Y25z k>t D
ELT YU RFEAIZEE T, |

— HEYT R TE KBID FH G HRA~D T 2RI T BRI (OAS)FEFI R 52

“These Global Principles could not have come at a more opportune time.”

Pansy Tlakula, Special Rapporteur on Freedom of Expression and Access to Information in Affica
[Zo7a— IVFRIR R ESW -2 8T, IR AT D, |

— WD pp T T TIVYDKBLD I EFERADT 2T RICRGT SR

“The Assembly supports the Global Principles and calls on the competent authorities of all member
States of the Council of Europe to take them into account in modernising their legislation and
practice concerning access to information.”

Resolution of the Parliamentary Assembly of the Council of Europe, October 2, 2013

BN SR A R, 207 — VU RRIZ SRR | BN REg = O 2N E 0 453457 2 o B
FRETISH LT, EMA~DT 72 AZB T DIE ORI E SEH 2 BAUE 3 2I12H 7> TE AJFEAN
EBBICANDZEERDD, |

— BNl =id A =idekidk 20139104 2 H
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